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Abstract

To check a safety property of a program, it is sufficient to check the property
on an abstraction that has more behaviors than the original program. If the safety
property holds of the abstraction then it also holds of the original program.

However, if the property does not hold of the abstraction along somett(ace
counterexample), it may or may not hold of the original program on tradkit
can be proved that the property does not hold in the original program on tifzee
it makes sense to refine the abstraction to eliminate the “spurious counterexample”
t (rather than a report a known false negative to the user).

The SLAM tool developed at Microsoft Research implements such an auto-
mated abstraction-refinement process. In this paper, we reformulate this process
for a tiny while language using the concepts of weakest preconditions, bounded
model checking and Craig interpolants. This representation of SLAM simplifies
and distills the concepts of counterexample-driven refinement in a form that should
be suitable for teaching the process in a few lectures of a graduate-level course.

1 Introduction

A classic problem in computer science is to automate, as fully as possible, the process
of proving that a software program correctly implements a specification of its expected
behavior.

Over thirty years ago, Tony Hoare and Edsger Dijkstra laid the foundation for log-
ically reasoning about programs [Hoa69, Dij76]. A key idea of their approach (let us
call it “programming with invariants”) is to break the potentially complicated proof of
a program’s correctness into a finite set of small proofs. This proof technique requires
the programmer to identify loop invariants that decompose the proof of a program con-
taining loops into a set of proofs about loop-free program fragments.

Thirty years later, we do not find many programmers programming with invariants.
We identify three main reasons for this:



e Lack of Specificationsit is hard to develop formal specifications for correct
program behavior, especially for complex programs. Specifications of full cor-
rectness can be complicated and error-ridden, just like programs.

e Minimal Tool Supportthere has been a lack of “push-button” verification tools
that provide value to programmers. As a result, programmers must climb a steep
learning curve and even become proficient in the underlying mechanisms of tools
(such as automated deduction) to make progress. Programmers simply have not
had the incentive to create formal specifications because tools have not provided
enough value to them.

e Large Annotation Burdenfinally, although invariants are at the heart of every
correct program, eliciting them from people remains difficult. Identification of
loop invariants and procedure pre- and postconditions is necessary to make pro-
gramming with invariants scale and it is left up to the programmer to produce
such annotations.

Despite these obstacles, automated support for program proving has steadily im-
proved [SRW99, FLI02] and has now reached a level of maturity such that software
tools capable of proof are appearing on programmers’ desktops. In particular, at Mi-
crosoft Research, a tool called SLAM [BR0O, BR01] that checks temporal safety prop-
erties of C programs has been developed and successfully deployed on Windows device
drivers. Three factors have made a tool like SLAM possible:

e Focus on Critical Safety Propertied’he most important idea is to change the
focus of correctness from proving the functional correctness of a program to
proving that the program does not violate some critical safety property. In the
domain of device drivers, such properties define what it means for a driver to be
a good client of the Windows operating system (in which it is hosted). The prop-
erties state nothing about what the driver actually does; they merely state that
the driver does nothing bad when it interacts with the operating system. Many
of these properties are relatively simple, control-dominated properties without
much dependence on program data. As a result, they are simpler to state and to
check than functional correctness properties.

e Advances in Algorithms and Horsepow&LAM builds on and extends a vari-
ety of analysis technologiedModel checkindCE81, QS81] and, in particular,
symbolic model checking [BCM92, McM93] greatly advanced our ability to
automatically analyze large finite-state systerRsedicate abstractiofiGS97]
enables the automated construction of a finite-state system from an infinite-state
system. SLAM usesutomatic theorem provef®O79, DNS03], which have
steadily advanced in their capabilities over the past decades, to create predicate
(or Boolean) abstractions of C programs and to determine whether or not a trace
in a C program is executablé2rogram analysigCC78, SP81, KS92, RHS95,
Das00] has developed efficient techniques for analyzing programs with proce-
dures and pointers. Last but not least, the tremendous computational capabilities
of computers of today make more powerful analysis methods such as SLAM
possible.



e Invariant Inference Given a complex program and a simple property to check of
that program, SLAM can automatically find loop invariants and procedure pre-
conditions/postconditions that are strong enough to either prove that the program
satisfies the property or that point to a real error in the program. This frees the
programmer from having to annotate their code with invariants. Invariants are
discovered in a goal-directed manner, based on the property to be checked, as
described below.

To check a safety property of a program, it is sufficient to check the property on
an abstraction that has more behaviors than (or overapproximates the behaviors of)
the original program. This is a basic concept of abstract interpretation [CC77]. If
the safety property holds of the abstraction then it also holds of the original program.
However, if the property does not hold of the abstraction on sometr#aaay or may
not hold of the original program. If it does not hold on the original program on trace
t, we say the analysis yields a “false negative”. Too many false negatives degrades
the usefulness of an analysis. In abstract interpretation, if there are too many false
negatives then the analyst's task is to find a better abstraction that reduces the number
of false negatives. The abstraction should also be effectively computable and result in
a terminating analysis.

Rather than appealing to a human for assistance, the SLAM process uses false
negatives (also called spurious counterexamples) to automatically refine the abstrac-
tion. Kurshan introduced this idea [Kur94] which was extended and applied to finite-
state systems by Clarke et al. [C@D] and to software by Ball and Rajamani [BROO,
BRO1].

In SLAM, program abstractions are represented by predicate abstractions. Predi-
cate abstraction is a parametric abstraction technique that constructs a finite-state ab-
straction of an infinite state systefthbased on a set of predicates observations of the
state space aof. If there aren predicates, then a stateof the original program.§)
maps to a bit-vector of length, with each bit having a value corresponding to the
value of its corresponding predicate in statd his finite-state abstraction is amenable
to symbolic model checking techniques, using data structures such as binary decision
diagrams [Bry86].

Suppose that the desired property does not hold of the predicate (Boolean) abstrac-
tion. In this case, the symbolic model checker produces an error trifaeet demon-
strates that the error state is reachable in the Boolean abstraction. SLAM uses au-
tomated theorem proving to decide whether or not trage a spurious or feasible
counterexample of the original program. The basic idea is to build a foryifu)drom
the trace such that(t) is satisfiable if and only if traceis a (feasible) execution trace
of the original program. An automatic theorem prover decidgg{j is satisfiable or
unsatisfiable. If it is satisfiable then the original program does not satisfy the safety
property.

Otherwise, SLAM adds new predicates to the Boolean abstraction so as to elimi-
nate the spurious counterexample. That is, the Boolean variables introduced into the
Boolean abstraction to track the state of the new predicates make the waege-
cutable in the refined Boolean abstraction.

SLAM then repeats the steps of symbolic model checking, path feasibility testing



and predicate refinement, as needed. SLAM is a semi-algorithm because it is not guar-
anteed to terminate, although it can terminate with success (proving that the program
satifies the safety property) or failure (proving that the program does not satisfy the
safety property).

The goal of this paper is to present the counterexample-driven refinement process
for software in a declarative manner: we declare what the process does rather than how
it does it. Here is what we will do:

e review Hoare logic and weakest preconditions for a tivhjile language (Sec-
tion 2);

e describe the predicate abstraction of a program with respect to a set of predicates
and the symbolic model checking of the resulting Boolean abstraction in a single
blow using weakest preconditions (Section 3);

e describe how the concept of a length-bounded weakest precondition serves to
describe counterexamples in both the original program and Boolean abstraction
(Section 4);

e show how refinement predicates can be found through the use of Craig inter-
polants [McM03, HIMMO04] (Section 5);

e extend thewhile language and the process to procedures with call-by-value pa-
rameter passing (Section 6);

e extend thewhile language and the process to procedures with call-by-reference
parameter passing (Section 7).

Along the way, we suggest certain exercises for the student to try (markedBExign-*
cis€’ and “End Exercise€).

The process we present is not exactly what SLAM does. First, we have unified the
steps of abstraction construction and symbolic reachability into a single step, which
proceeds backwards from a (undesirable) goal state to determine if an initial state of
the program can be found. In SLAM, the two steps are separate and the symbolic
reachability analysis is a forward analysis. Second, SLAM computes a Cartesian ap-
proximation to predicate abstraction [BPRO1], while the process we describe here de-
fines the most precise predication abstraction. Third, SLAM abstracts a C program at
each assignment statement. The process we describe here abstracts over much larger
code segments, which yields a more precise abstraction. Fourth, inspired by work by
McMillan [McMO03], we analyze a set of counterexamples at once. SLAM works with
one counterexample at a time. Finally, inspired by the BLAST project [HIMMO04], we
use the theory of Craig interpolants [Cra57] to describe the predicate refinement step.

2 A Small Language and Its Semantics

We consider a smalhile language containing structured control-flow constructs and
integer variables, with the following syntax:

S — skip | z:=e| §;5 | ifbthenSelseS | whilebdosS



{Q} skip {Q} (SKiP)

{Qle/e]} 1= e {Q} (ASSIGNMENT)
P= P (P} S{Q"} O =0
{P}S{Q} (CONSEQUENCH

{P} S1{Q} {Q} S2 {R}
{P} S1;5: {R}

(SEQUENCH

{PAB}Si{Q} {PA-B}S:{Q}
{P} if Bthen S, elseS; {Q}

(CONDITIONAL)

{IANB} S{I}
{I} while Bdo S {-B A I}

(ITERATION)

Figure 1: Hoare axioms and rules of inference fonihwle language.

We assume the usual operators over integer variables (addition, subtraction, multipli-
cation and division). Apredicateis either a relational comparison of integer-valued
expressions or is a Boolean combination of predicates (constructed using the Boolean
connectives\, Vv and-). A predicatep is said to beatomicif it contains no Boolean
connectives (that is, it is a relational expression). Otherwise, it is said¢orbpound

A program state is a mapping of variables to integer values. A predizatenbol-
ically denotes the set of program states for whitls true. For example, the predicate
(x < 5V z > 10) denotes the infinite set of states for whicls less than 5 or greater
than 10.

We use the familiar Floyd-Hoare triples and weakest-precondition transformers to
specify the semantics of a program. The notafiét} S {@Q} denotes that if the pred-
icate P is true before the execution of stateménthen the predicat& will be true if
execution of statemer#t completes. (Note: this is a partial correctness guarantee, as it
applies only to terminating computations .

Figure 1 presents the standard axiom of assignment and inference rules of Hoare
logic for thewhile programming language. The Iteration inference rule shows the main
difficulty of “programming with invariants”: the invariadtappears out of nowhere. It
is up to the programmer to come up with an appropriate loop invafiant

Given a predicaté) representing a set of goal states and a statesighe weakest
(liberal) precondition transformer defines the weakest pred®atech thaf P} S {Q}
holds. Figure 2 contains the weakest preconditions for the five statements in the ex-
ample language. Of special importance is the transformer fowthike loop, which
requires the use of the greatest fixpoint operatire(X):

vX.o(X) = /\ o' (true)

i=1,---,00



wp(skip, Q) = Q

wp(z = e, Q) = Qlz/e]

wp(S1; 52, Q) = wp(S1, wp(S2,Q))

wp(if bthen Sy elseSy, Q) = (b= wp(S1,Q)) A (=b = wp(S2,Q))
wp(while bdo S, Q) = vX.((b= wp(S, X)) A (-b = Q))

Figure 2: Weakest preconditions

whereg’ (true) denotes thé-fold application of the function X.¢(X) to the predicate

true. The greatest fixpoint is expressible in the language of predicates (where impli-

cation among predicates defines the lattice ordering) but is not, in general, computable

(if it were, then there would be no need for programmers to provide loop invariants).
The weakest precondition transformer satisfies a number of properties:

o wp(S, false) = false;
e (@=R) = (wp(5,Q) = wp(S, R));
o (wp(S,Q) Awp(S, R)) =wp(S, QN R);

Exercise Prove these three properties of thg transformerEnd Exercise

3 Predicate Abstraction and Symbolic Reachability

We are given a prograrfi and a predicaté) that represents a set of “bad” final states.
We want to determine ifvp(S,Q) = false, in which case we say that progrash
is “safe” with respect t@) as there can be no initial state from which executiot$ of
yields a state satisfyin@. The problem, of course, is thap(.S, Q) is not computable
in the presence of loops.

We will use predicate abstraction (with respect to a finite set of atomic predicates
E) to define awpg(S, Q) that is computable and is weaker thap(S, Q) (that is,
wp(S, Q) = wpp(S, Q)). Therefore, ifwpg (S, Q) = false thenwp(S, Q) = false.
This gives us a sufficient (but not necessary) test for safety. We saythdtS, Q) is
anoverapproximatiorof wp(S, Q).

We formalize the notion of overapproximation of a compound predicatea set
of atomic predicate® = {eq, - -, e} with the exterior coverfunctionecg(e). The
exterior cover functiorecg (e) is the strongest predicate representable via a Boolean
combination of the atomic predicatesihsuch thae impliesecg(e).

We now make the definition afcg(e) precise. Acubeover E is a conjunction
ci, N...Ncg,, where eacl;; € {e;;, e, } for somee;, € E. The functionecg(e)



is the disjunction of all clausesover E such that = c. There are exactlg* clauses
over E. A naive implementation of thecg function enumerates all such clausesnd
invokes a theorem prover to decide the validityec c.

The exterior cover function has the following properties:

o ccnler Aes) = ccm(er) A cen(es);
o ccnler Ves) = ecpler) V ecn(es);
o ecp(—e) < —ecg(e);

* (e1 = e2) = (ecr(e1) = ecp(ez))

Exercise Prove these four properties of theg function. End Exercise

An important property of thecg function is that there are at mad semantically
distinct compound predicates that can be constructed over the set of atomic predicates
E. That is, while the domain of thecg function is infinite, the range of thecg
function is finite. In general, computing the most precisg is undecidable. Thus, in
practice, we compute an overapproximatiordg.

Now, ecg (wp(S, @)) is the optimal (but incomputable) coveringwop with respect
to E. It is a covering because by the definitioneefs, wp(S, Q) = ecg(wp(S, Q)).
It is optimal also because of the definition @fg. In order to define a computable
wpg, we need to “pushécg insidewp, but not too far. For example, we prefer not to
abstract between statemetsandS; in a sequence because:

wp(S1, wp(Sz, Q)) = wp(S1, ece(wp(S2, Q)))
Following abstract interpretation, we wish to abstract only at loops. However,
ecp(wp(whilebdo S, Q)) = ecg(vX.((b= wp(S,X))A(-b=Q)))

still is incomputable because of the greatest fixpoint inside the argumeant;toBut
because
ecp(e1 Nea) = ecp(er) Aecg(ez)
it follows that
ecp(VX.((b= wp(S, X)) A (-b=Q)))
=
vX.ecg((b= wp(S, X)) A (-b=Q))

That is, by pushing thecy function inside the greatest fixpoint, we get a function that
is weaker than thecg, function applied to the greatest fixpoint. (In fact, it is possible to
gain even more precision by only applyiagg to wp(S, X); we leave it to the reader
to show that this optimization is sound).

So, our desiredvp g transformer is the same ag for every construct except for
the problematievhile loop, where we have:

wpg(whilebdo S, Q) = vX.ecg((b= wp(S,X))A (-b=Q))

Thus,wpg is computable (given an algorithm for approximating;). If wpg(S, Q) =
false then we declare thatp(S, @), which means tha$ is safe with respect to the



set of bad final states satisfying predic@teReferring back to the terminology of the
Introduction,wpg (.S, Q) is the result of the symbolic (backwards) reachability anal-
ysis of the Boolean abstraction. (We note that to be completely faithful to Boolean
abstraction, we should cheekg(wpg(S,Q)) = false, which is in general weaker
thanwpg (S, Q) = false. However, as shown above, we need only aply atwhile
loops.)

Exercise Determine how to efficiently implementpgz. As a hint, in the SLAM
process, we introduce a Boolean varialyléor each predicate; in £ and convert the
predicatecc (e) into a proposition formula (Boolean expression) overithéNe then

can make use of binary decision diagrams [Bry86] to manipulate boolean expressions.
End Exercise

4 Path Feasibility Analysis

Suppose thatpg (S, Q) # false. From this result, we do not know ifp(S, Q) is

false or not. In order to refine our knowledge, we proceed as follows. We introduce the
concept of a “bounded weakest precondition” that will serve to unify the concepts of
counterexample traces of the Boolean abstraction and the original program.

Figure 3 shows the bounded weakest precondition computation, specified as a re-
cursive function. The basic idea is to compute the weakest precondition of statement
S with respect to predicat@ for all transformations up to and includirigsteps (and
possibly some more) from the end ®f Each skip or assignment statement constitutes
a single step. Théwp transformer returns a pair of a predicate and the numbers of
steps remaining after processifig

We see that the definition éfvp first checks if the step bouridhas been exhausted.

If so, bwp is defined to be “false”. This stops the computation along paths of greater
thank steps (becausep(S, false) = false for all S). Otherwise, if statemerft is an
assignment or skip, the weakest precondition is computed as before and the step bound
decremented by one. Statement sequencing is not noteworthy. The processirif; of the
then-elsestatement proceeds by first recursing on the statentgrasd S., resulting

in corresponding output&)q, k1) and(Q2, k2). The output predicate is computed as
before and the returned bound is the maximunkoandks. This guarantees that all
(complete) computations of length less than or equdl steps will be contained in

bwp (and perhaps some of longer length as well).

Processing of thevhile statement simply unrolls the loop by peeling off one iter-
ation (modeled by the statemerit % then S; else skig) and recursing on thevhile
statement. It is clear that thhevp will terminate after at most steps.

We definebwpg to be the same aavp everywhere except at thehile loop (as
before), where we repladevp(S, (Q’, k') by bwp(S, (ecg(Q'), k)).

Exercise If wpg(S, Q) # false then there is a smallektsuch thabwpg (S, (Q, k))
# false. Such ak can be found by various means during the computatiomof.
Generalize thevpr computation to produce suchkaEnd Exercise



let bup(S, (Q, k) =
if £ <0then
(false,0)
else
cases of
“skip” — (Q,k — 1)

“r:=e€" — (Qlz/e],k—1)
“S1; 82" — bwp(Sy, bwp(Se, (Q, k)))

“if bthen S; elseSy” —
let (Pl, kl) = bU}p(Sl, (Q, k)) In
let (PQ, kz) = bwp(Sg, (Q, ]{7)) in
(((b = Pl) A (_\b = Pg)),maa:(kzl, k‘g))

“while bdo S," —
let (Q', k") = bwp(“if bthen S; else skip, (Q, k%)) in
bwp(“while bdo S1”, (Q', k"))

Figure 3: Bounded weakest precondition.

5 Predicate Discovery

If bwp(S, (Q, k)) # false then we have found that there is an initial statevpi(.S, Q)
from which the bad stat€ can be reached in at leaststeps. If, on the other hand,
bwp(S, (Q,k)) = false then there is no counterexample of less than or equél to
steps. In this case, we wish to refine the set of predidategfinding a set of predicates
E’ such thabwpgrur (S, (Q, k) = false.

To explain the generation of predicates, let us first focus on a simple scenario. We
have a prograny = S;; Ss, post-conditior) and set of predicate8 such that:

e wp(S1, ecp(wp(S2, Q))) # false, and
e wp(S1, wp(S2,Q)) = false.

Now, we wish to find arE’ such that

wp(S1, ecpur (wp(S2, Q))) = false

One sufficientE’ simply is the set of atomic predicates that occumwin(.Ss, Q) (that
is, B/ = atoms(wp(S2, Q))). With such anF’, the predicatevp(Ss, Q) is expressible
as a Boolean function over the predicatestihand so is expressible by the exterior
coverecgyg: -
While the set of predicatea{oms(wp(S2, Q))) is a correct solution to the predi-
cate refinement problem, it may be too strong for our purposes. That is, there may be
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many E” such that for alk, ecg: (¢) = ecg(e) and for which

wp(S1, eceupr (wp(S2, Q))) = false

Craig interpolants [Cra57] are one way to find su¢h [HIMMO04]. Given pred-
icatesA and B such thatA A B = false, an interpolan® (A, B) satisfies the three
following points:

e A= O(A4,B),
e O(A,B) A B = false,
e V(O(A,B)) CV(A)NV(B)

That is,©(A4, B) is weaker thard, the conjunction 0B (A, B) and B is unsatisfiable
(©(A, B) is not too weak), and all the variables@{A, B) are common to boti and
B.

To make use of interpolants in our setting, we decomp@ses , wp(S2, Q)) into
A and B predicates as follows. LeX be the set of variables appearing in the program
S1; 52 and letX’ be primed versions of these variables (which do not appear in the
program). Letqx = A . x(z = 2’), which denotes the set of states in which each
x € X has the same value as its primed versitnWe defined and B as follows:

o A=wp(S2,Q)[X/X"];
e B =wp(S1,eqx)

That is, A is the weakest precondition ¢f; with respect toQ, with all unprimed
variables replaced by their primed versions, wiiflés the weakest precondition 6%
with respect to the predicate x. It is clear that:

wp(Sy, wp(Ss, Q) <= (IX'.AA B)

Let Fo = atoms(O(A4, B)[X'/X]). From the definition of interpolants, it follows
thatwp(S1, ecge (wp(Sa, Q))) = false. Thereforewp(Si, ecpure (Wp(S2, Q))) =
false.

We now generalize the generation of interpolants tonhie language. The basic
idea is simple: at any point where theg function has been applied duribgpg, we
need to generate dnl, B) interpolant pair. Since thiavp g function only appliegcg
after peeling one iteration off ofwhile loop, we need only interpolate at these places.
Thus, we will generate at moktx n interpolant pairs, where is the number ofvhile
loops in the program.

The interpolation functionitterp of Figure 4) follows the same basic structure as
the bwp function with a few important differences. First, there is a mode parameter
m that indicates whether the function currently is constructing4hgredicate £ =
InA) oris constructing thé predicate{n = InB). With each interpolant pair we also
track the remaining number of stepsThus, thenterp function takes two arguments:

a statemens and a four-tuplém, A, B, k). Second, the function returns a list of four
tuples of the same forrtvn, A, B, k). It returns a list because each iteration peeled
from awhile loop yields a new A, B) pair.

11



letinterp S (m, A, B, k) =
if £ <0then
list (m, false, false,0)
else
caseS of
“skip” — list (m, A, B,k — 1)

‘ri=¢€" —
if m = InAthen
list (m, Alz/e], B,k —1)
else
list (m, A, Blz/e], k — 1)

“S1; 89" — flatten(map (interp Sy) (interp Sa (m, A, B, k)))

“if bthen S; elseSy” —
let (I’ﬂA, A17 Bl, ]{11) st = interp S (m, A, B, k) in
let (InA, Ay, Ba, ko) :: tly = interp Sz (m, A, B, k) in
let resg = list (InA, (b= A1) A (-b = Aa)), false, max(k1, k2)) in
let res; = map (A(m', A", B, K'). (m’, A’,b A B', k")) tly in
let reso = map (\(m/, A’, B', k). (m’, A’,=b A B, k")) tl in
reso@res; @ress

“while b do S;" —
let res = interp “if bthen S else skig (m, A, B, k) in
let (InA, A', B', k') :: tl = resin
letres’ = (InA, A, B, k') : (InB, A'[X/X'],eqx, k') :: tlin
flatten (map (interp “while b do S1") res’)

Figure 4: Generation dfA, B) pairs for interpolation.

In the case thak is less than or equal to zero, theterp function replacesA
and B by false and returndist(m, false, false,0) (the functionlist takes a tuple
and returns a list containing that single tuple). Processingsiimstatement simply
reduces thé bound. Processing of an assignment statement switches on the mode
variablem to determine whether or not to apply the substitutiar/{]) to A or B.

Processing of statement sequencing first recursively makes théieadrp So
(m, A, B, k)), which results in a list of four-tuples. The curried functignterp S;)
then is mapped over this list (viaap), resulting in a list of lists of four-tuples, which
is then flattened (viglatten) to result in a list of four-tuples.

We now skip to the processing of thdile loop. Theinterp function maintains the
invariant that (assuming it initially is called witth = InA) that the output list begins
with a tuple with moddn A and is followed by tuples with mode: B. A loop iteration

12



is peeled (as before) and a calliteterp yields the listres, which is then split into a
head(InA, A’, B’ k') and tailtl. A new listres’ is defined that is the same ass
except for the addition of the new tup{énB, A'[X/X'], eqx, k') which represents
the new interpolant pair that we must consider for this loop iteration. Finally, this list
is processed (as in statement sequencing, usigand flatten).

Finally, we come to the processing of tHehen-else statement. As before, the
interp function recurses on the statemefi{sand.S,, yielding two lists. By construc-
tion, the first tuple of each list has mode A. These tuples are combined together to
make a new listesy containing one tuple of modén A, in the expected way (note
that since the mode iBn A, it is safe to substitut¢alse in the B position). The list
tl; contains thelnB tuples from thethen branch. Theinterp function maps each
tuple (m/, A’, B’ k') in tl; to (m/, A’,b A B’, k) in res; to reflect the semantics of
the conditional statement. The lists, is created in a symmetric fashion. Finally, the
concatenation of listsesg, res; andress is returned as the result.

Recall that we are given that for sontg bwpg(S, (Q,k)) # false and that
bwp(S, (@, k)) = false. To derive a new set of predicates we invoketerp S
(InA,Q, false, k)). The first tuple in the result list is discarded (as it has mbadé
and does not represent an interpolant pair). The remaining tuples in the list represent
(A, B) interpolant pairs. Further recall, that eaiA, B) that is an interpolant of
(A, B) yields a set of refinement predicats = atoms(©(A, B)[X'/X]).

Exercise Prove that the set of refinement predicatésgenerated by interpolat-
ing the (A, B) pairs returned byinterp S (InA,Q, false, k)) has the property that
bwpp (S, (Q,k)) = false. End Exercise

6 Procedures

We now add to the language procedures with call-by-value formal parameters (of type
integer). As in the C language, all procedures are defined at the same lexical level
(no nesting of procedures is allowed). To simplify the exposition, procedures do not
have return statements. Any side-effect of a procedure must be accomplished through
assignment to a global variable (which can be used to simulate returning an integer
result).

Exercise Extend the technique to deal with return statemdaitsl Exercise

We assume a set of global integer variabdésind we will find it useful to have
primed () and temporary@™) versions of the global variables. Given a procedyre
let F,, = {f1--- fm} be the formal (integer) parameterspolnd letL, = {l;---1,,}
be the local (integer) variables pf

Now that we have procedures, it makes sense to talk about the “scope” of predi-
cates. A predicate has “global” scope if it only refers to global variables and constants.
A predicate has “local” scope (with respect to a procedyri it mentions a formal
parameter or local variable of procedyrePredicates that mention variables from the
(local) scopes of different procedures are not allowed. Egbe the predicates with
global scope together with the predicates that are locally scoped to progedure
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We wish to compute a “summary” of the effect of a procedpreA summary
is simply a predicate containing both unprimed and primed variables of the global
variables. Thus, as summary is a (transition) relation between pre-states and post-
states. LetS, be the body of procedurg (in which all formal parameters and local
variables ofp are in scope). The summary pfs

Ap = 3L, wp(S,, \ (9=49))
geG

That is, the summary is the weakest precondition of the procedure body with respect
to a predicate in which the values of variableand ¢’ are the same, for all global
variablesg in G and their primed counterparts. Finally, the local variablep afe
eliminated, resulting in a predicate mentioning only global variables and their primed
counterparts, as well as the formal parameters of proceduRrocedure summaries
make it possible to deal with recursive procedures, as is well-known in program analy-
sis [SP81, RHS95].

The weakest precondition of a call to procedurfeom procedurey is

wp(p(a, -+ am),Q) = IGT.(A,[G"/GT] AQIG/GT)) fi/ail

The formula(A,[G'/GT] A Q[G/GT]) equates the pre-state @f(G renamed ta77)
with the post-state of\, (G’ renamed taz7) in order to perform a join ofA,, with
Q. Then, the formal parametefs of procedurep are replaced by their corresponding
actually arguments;. Finally, the temporary global§” are eliminated, resulting in a
predicate that mentions only global variables (and their primed counterparts), as well
as the local variables of proceduye

If the program has no recursion then we can simply apply the weakest precondition
calculation as given above. If it has recursion then, as witlile loops, we must
apply the exterior cover to achieve termination of symbolic backwards reachability.
We redefineA, to use the exterior cover as follows:

A, = 3ALy.ecp, (wp(Sp, \ (9=19))
geG

Of course, not every procedure body need be abstracted. By a depth-first search of
the program’s callgraph we can identify a set of procedures that are the targets of
backedges. Only these procedures’s bodies need be abstracted.

Exercise We have generalized the weakest precondition calculation to procedures
with call-by-value parameter passing. Generalizebthg andbwp g functions and the
generation of refinement predicates via théerp function. End Exercise

7 Call-by-reference Parameter Passing

To complicate matters a bit more, we introduce a call-by-reference parameter passing
mechanism to the language, which permits aliasing. So far, the type system of our
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language (such as it is) permits only the base type “integer”. We now extend the type
system to permit references to integers:

T — ant | refint

References are created via parameter passing of a local vdr{abtgpeint) to formal
parameterf of a procedure with type declarationtit int”. By definition, the type of
fisref int andf is initialized to be a reference to variafilelt is possible to copy a
reference from caller to callee using the type declaratieh/hit” for formal parameter
f. In this case, the actual argument correspondinfj taust be a formal parameter of
the caller with typere f int.

Only formal parameters may have typef int. If f is a formal parameter of type
ref int then the expressionf denotes the contents of the location tlfiatferences.
Two formal parameters with reference type may be compared for equality.

In order to reason about references to variables we need to add the concept of an
“address” of a variable. Let be the set of all local variables in the program. Let every
variable!l in L be assigned a unique integer index/(l). To distinguish integers that
represent addresses from program integers, we introduce the consilibtor). The
following axioms define the meaning ofldr and dereference

Vi€ L:xaddr(ind(l)) =1 (ADDR/DERER
Vi,j:i=j < addr(i) = addr(j) (ADDREQ)

The first axiom states that the dereferencedr (i), wherei is the index of local
variablel is equal to the value of variable The second axiom states that two addresses
are equal if and only if their integer indices are equal.

We now need to define the weakest precondition for two new cases that arise
with dereferences: procedure calls to procedures auitrparameters; and assignment
through a dereference of a formal parametgt (= ¢). The weakest precondition for
a direct assignment to a variable (local or global)<£ e) does not change.

We assume (without loss of generality) that the formal parameters of procedure
are(fi, -, fm, 91, -+, gn) Where thef, are notout parameters and thg areout
parameters. The weakest precondition of a call to procedtmem procedurey is

’lUp(p(al,"' aam7ll7"'7ln)aQ)

IGT.(8,[G'/GT] A QIG/GT)) i/ aillg; /addr (ind(1;))]

The procedure call passes actual expressiens - -, a,,,) corresponding to the formal
parametersfi, - - -, f,,) and locals variabled,, - - - ,1,,) of procedurey corresponding
to the formalout parametergg;,---,¢g,). The only change to thep transformer
(compared to the call-by-value transformer) is to replace eatparametey; by the
address of the corresponding lo¢aln the call.
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Let xf := e be an assignment statement in procedyrevhere f is a formal pa-
rameter of type-ef int ande is an integer expression. L&t = {xgj, - - - x g1 } be the
dereference expressions mentioned in expression

Given a predicate), variablesf andg of typeref int and expressiona of type
int, we consider the effect of assigniago « f on predicat&) under potential aliasing
betweenf andg. There are two cases to consider: eitlieandg reference the same
location (are aliases), and hence the assignment# f will cause the value ofg to
becomee; or they are not aliases, and the assignmentftteaves«g unchanged. The
following formula captures this choice:

Qlfie,gl = (f =g N Qlxg/e]) vV (f #9 A Q)

We now definavp(xf := e, Q) as follows:

wp(*f =6, Q) = Q[faeagl][faeagﬂ e [f,€7gk]

This generalization of the assignment statement to consider potential aliases is due to
Morris [Mor82].

Exercise We have generalized the weakest precondition calculation to procedures with
call-by-reference parameter passing. Generalizédheandbwpg functions and the
generation of refinement predicates via théerp function. End Exercise

8 Conclusions

We have presented a counterexample-driven refinement process for software using the
concepts of weakest precondition, predicate abstraction, bounded model checking and
Craig interpolants. This presentation drew from our experience with the SLAM project
as well as recent results from other researchers working on abstraction/refinement tech-
niques. We thank them all for their work and inspiration.

We have left a number of interesting problems open for the reader to solve in the
exercises. Just in case these are not enough, here are some other problems to consider:

e consider how to make the process incremental, ala the BLAST project [HIMS02];

e our use of interpolants does not localize the scope of the refinement predicates to
the syntax of the program as in [HIMMO04] - consider how to do this to improve
the efficiency of the process;

e consider how to generalize the type system we have given to permit references
to references (as in the C language), and to allow the creation of references by
mechanisms other than parameter passing (such as the C address-of operator);

e consider how to generalize the process for concurrent programs.
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