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Abstract

To check a safety property of a program, it is sufficient to check the property
on an abstraction that has more behaviors than the original program. If the safety
property holds of the abstraction then it also holds of the original program.

However, if the property does not hold of the abstraction along some tracet (a
counterexample), it may or may not hold of the original program on tracet. If it
can be proved that the property does not hold in the original program on tracet then
it makes sense to refine the abstraction to eliminate the “spurious counterexample”
t (rather than a report a known false negative to the user).

The SLAM tool developed at Microsoft Research implements such an auto-
mated abstraction-refinement process. In this paper, we reformulate this process
for a tiny while language using the concepts of weakest preconditions, bounded
model checking and Craig interpolants. This representation of SLAM simplifies
and distills the concepts of counterexample-driven refinement in a form that should
be suitable for teaching the process in a few lectures of a graduate-level course.

1 Introduction

A classic problem in computer science is to automate, as fully as possible, the process
of proving that a software program correctly implements a specification of its expected
behavior.

Over thirty years ago, Tony Hoare and Edsger Dijkstra laid the foundation for log-
ically reasoning about programs [Hoa69, Dij76]. A key idea of their approach (let us
call it “programming with invariants”) is to break the potentially complicated proof of
a program’s correctness into a finite set of small proofs. This proof technique requires
the programmer to identify loop invariants that decompose the proof of a program con-
taining loops into a set of proofs about loop-free program fragments.

Thirty years later, we do not find many programmers programming with invariants.
We identify three main reasons for this:
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• Lack of Specifications: it is hard to develop formal specifications for correct
program behavior, especially for complex programs. Specifications of full cor-
rectness can be complicated and error-ridden, just like programs.

• Minimal Tool Support: there has been a lack of “push-button” verification tools
that provide value to programmers. As a result, programmers must climb a steep
learning curve and even become proficient in the underlying mechanisms of tools
(such as automated deduction) to make progress. Programmers simply have not
had the incentive to create formal specifications because tools have not provided
enough value to them.

• Large Annotation Burden: finally, although invariants are at the heart of every
correct program, eliciting them from people remains difficult. Identification of
loop invariants and procedure pre- and postconditions is necessary to make pro-
gramming with invariants scale and it is left up to the programmer to produce
such annotations.

Despite these obstacles, automated support for program proving has steadily im-
proved [SRW99, FLL+02] and has now reached a level of maturity such that software
tools capable of proof are appearing on programmers’ desktops. In particular, at Mi-
crosoft Research, a tool called SLAM [BR00, BR01] that checks temporal safety prop-
erties of C programs has been developed and successfully deployed on Windows device
drivers. Three factors have made a tool like SLAM possible:

• Focus on Critical Safety Properties: The most important idea is to change the
focus of correctness from proving the functional correctness of a program to
proving that the program does not violate some critical safety property. In the
domain of device drivers, such properties define what it means for a driver to be
a good client of the Windows operating system (in which it is hosted). The prop-
erties state nothing about what the driver actually does; they merely state that
the driver does nothing bad when it interacts with the operating system. Many
of these properties are relatively simple, control-dominated properties without
much dependence on program data. As a result, they are simpler to state and to
check than functional correctness properties.

• Advances in Algorithms and Horsepower: SLAM builds on and extends a vari-
ety of analysis technologies.Model checking[CE81, QS81] and, in particular,
symbolic model checking [BCM+92, McM93] greatly advanced our ability to
automatically analyze large finite-state systems.Predicate abstraction[GS97]
enables the automated construction of a finite-state system from an infinite-state
system. SLAM usesautomatic theorem provers[NO79, DNS03], which have
steadily advanced in their capabilities over the past decades, to create predicate
(or Boolean) abstractions of C programs and to determine whether or not a trace
in a C program is executable.Program analysis[CC78, SP81, KS92, RHS95,
Das00] has developed efficient techniques for analyzing programs with proce-
dures and pointers. Last but not least, the tremendous computational capabilities
of computers of today make more powerful analysis methods such as SLAM
possible.
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• Invariant Inference: Given a complex program and a simple property to check of
that program, SLAM can automatically find loop invariants and procedure pre-
conditions/postconditions that are strong enough to either prove that the program
satisfies the property or that point to a real error in the program. This frees the
programmer from having to annotate their code with invariants. Invariants are
discovered in a goal-directed manner, based on the property to be checked, as
described below.

To check a safety property of a program, it is sufficient to check the property on
an abstraction that has more behaviors than (or overapproximates the behaviors of)
the original program. This is a basic concept of abstract interpretation [CC77]. If
the safety property holds of the abstraction then it also holds of the original program.
However, if the property does not hold of the abstraction on some tracet, it may or may
not hold of the original program. If it does not hold on the original program on trace
t, we say the analysis yields a “false negative”. Too many false negatives degrades
the usefulness of an analysis. In abstract interpretation, if there are too many false
negatives then the analyst’s task is to find a better abstraction that reduces the number
of false negatives. The abstraction should also be effectively computable and result in
a terminating analysis.

Rather than appealing to a human for assistance, the SLAM process uses false
negatives (also called spurious counterexamples) to automatically refine the abstrac-
tion. Kurshan introduced this idea [Kur94] which was extended and applied to finite-
state systems by Clarke et al. [CGJ+00] and to software by Ball and Rajamani [BR00,
BR01].

In SLAM, program abstractions are represented by predicate abstractions. Predi-
cate abstraction is a parametric abstraction technique that constructs a finite-state ab-
straction of an infinite state systemS based on a set of predicates observations of the
state space ofS. If there aren predicates, then a states of the original program (S)
maps to a bit-vector of lengthn, with each bit having a value corresponding to the
value of its corresponding predicate in states. This finite-state abstraction is amenable
to symbolic model checking techniques, using data structures such as binary decision
diagrams [Bry86].

Suppose that the desired property does not hold of the predicate (Boolean) abstrac-
tion. In this case, the symbolic model checker produces an error tracet that demon-
strates that the error state is reachable in the Boolean abstraction. SLAM uses au-
tomated theorem proving to decide whether or not tracet is a spurious or feasible
counterexample of the original program. The basic idea is to build a formulaf(t) from
the trace such thatf(t) is satisfiable if and only if tracet is a (feasible) execution trace
of the original program. An automatic theorem prover decides iff(t) is satisfiable or
unsatisfiable. If it is satisfiable then the original program does not satisfy the safety
property.

Otherwise, SLAM adds new predicates to the Boolean abstraction so as to elimi-
nate the spurious counterexample. That is, the Boolean variables introduced into the
Boolean abstraction to track the state of the new predicates make the tracet unexe-
cutable in the refined Boolean abstraction.

SLAM then repeats the steps of symbolic model checking, path feasibility testing
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and predicate refinement, as needed. SLAM is a semi-algorithm because it is not guar-
anteed to terminate, although it can terminate with success (proving that the program
satifies the safety property) or failure (proving that the program does not satisfy the
safety property).

The goal of this paper is to present the counterexample-driven refinement process
for software in a declarative manner: we declare what the process does rather than how
it does it. Here is what we will do:

• review Hoare logic and weakest preconditions for a tinywhile language (Sec-
tion 2);

• describe the predicate abstraction of a program with respect to a set of predicates
and the symbolic model checking of the resulting Boolean abstraction in a single
blow using weakest preconditions (Section 3);

• describe how the concept of a length-bounded weakest precondition serves to
describe counterexamples in both the original program and Boolean abstraction
(Section 4);

• show how refinement predicates can be found through the use of Craig inter-
polants [McM03, HJMM04] (Section 5);

• extend thewhile language and the process to procedures with call-by-value pa-
rameter passing (Section 6);

• extend thewhile language and the process to procedures with call-by-reference
parameter passing (Section 7).

Along the way, we suggest certain exercises for the student to try (marked with “Exer-
cise” and “End Exercise”).

The process we present is not exactly what SLAM does. First, we have unified the
steps of abstraction construction and symbolic reachability into a single step, which
proceeds backwards from a (undesirable) goal state to determine if an initial state of
the program can be found. In SLAM, the two steps are separate and the symbolic
reachability analysis is a forward analysis. Second, SLAM computes a Cartesian ap-
proximation to predicate abstraction [BPR01], while the process we describe here de-
fines the most precise predication abstraction. Third, SLAM abstracts a C program at
each assignment statement. The process we describe here abstracts over much larger
code segments, which yields a more precise abstraction. Fourth, inspired by work by
McMillan [McM03], we analyze a set of counterexamples at once. SLAM works with
one counterexample at a time. Finally, inspired by the BLAST project [HJMM04], we
use the theory of Craig interpolants [Cra57] to describe the predicate refinement step.

2 A Small Language and Its Semantics

We consider a smallwhile language containing structured control-flow constructs and
integer variables, with the following syntax:

S → skip | x := e | S ;S | if b then S elseS | while b do S
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{Q} skip {Q} (SKIP)

{Q[x/e]} x := e {Q} (ASSIGNMENT)

P ⇒ P ′ {P ′} S {Q′} Q′ ⇒ Q

{P} S {Q} (CONSEQUENCE)

{P} S1 {Q} {Q} S2 {R}
{P} S1;S2 {R}

(SEQUENCE)

{P ∧B} S1 {Q} {P ∧ ¬B} S2 {Q}
{P} if B then S1 elseS2 {Q}

(CONDITIONAL )

{I ∧B} S {I}
{I} while B do S {¬B ∧ I} (ITERATION)

Figure 1: Hoare axioms and rules of inference for thewhile language.

We assume the usual operators over integer variables (addition, subtraction, multipli-
cation and division). Apredicateis either a relational comparison of integer-valued
expressions or is a Boolean combination of predicates (constructed using the Boolean
connectives∧, ∨ and¬). A predicatep is said to beatomic if it contains no Boolean
connectives (that is, it is a relational expression). Otherwise, it is said to becompound.

A program state is a mapping of variables to integer values. A predicateQ symbol-
ically denotes the set of program states for whichQ is true. For example, the predicate
(x < 5 ∨ x > 10) denotes the infinite set of states for whichx is less than 5 or greater
than 10.

We use the familiar Floyd-Hoare triples and weakest-precondition transformers to
specify the semantics of a program. The notation{P} S {Q} denotes that if the pred-
icateP is true before the execution of statementS then the predicateQ will be true if
execution of statementS completes. (Note: this is a partial correctness guarantee, as it
applies only to terminating computations ofS).

Figure 1 presents the standard axiom of assignment and inference rules of Hoare
logic for thewhile programming language. The Iteration inference rule shows the main
difficulty of “programming with invariants”: the invariantI appears out of nowhere. It
is up to the programmer to come up with an appropriate loop invariantI.

Given a predicateQ representing a set of goal states and a statementS, the weakest
(liberal) precondition transformer defines the weakest predicateP such that{P} S {Q}
holds. Figure 2 contains the weakest preconditions for the five statements in the ex-
ample language. Of special importance is the transformer for thewhile loop, which
requires the use of the greatest fixpoint operatorνX.φ(X):

νX.φ(X) =
∧

i=1,···,∞
φi(true)
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wp(skip, Q) = Q

wp(x := e, Q) = Q[x/e]

wp(S1; S2, Q) = wp(S1, wp(S2, Q))

wp(if b then S1 elseS2, Q) = (b ⇒ wp(S1, Q)) ∧ (¬b ⇒ wp(S2, Q))

wp(while b do S, Q) = νX.((b ⇒ wp(S, X)) ∧ (¬b ⇒ Q))

Figure 2: Weakest preconditions

whereφi(true) denotes thei-fold application of the functionλX.φ(X) to the predicate
true. The greatest fixpoint is expressible in the language of predicates (where impli-
cation among predicates defines the lattice ordering) but is not, in general, computable
(if it were, then there would be no need for programmers to provide loop invariants).

The weakest precondition transformer satisfies a number of properties:

• wp(S, false) = false;

• (Q ⇒ R) ⇒ (wp(S, Q) ⇒ wp(S,R));

• (wp(S, Q) ∧ wp(S, R)) = wp(S,Q ∧R);

Exercise. Prove these three properties of thewp transformer.End Exercise

3 Predicate Abstraction and Symbolic Reachability

We are given a programS and a predicateQ that represents a set of “bad” final states.
We want to determine ifwp(S, Q) = false, in which case we say that programS
is “safe” with respect toQ as there can be no initial state from which execution ofS
yields a state satisfyingQ. The problem, of course, is thatwp(S,Q) is not computable
in the presence of loops.

We will use predicate abstraction (with respect to a finite set of atomic predicates
E) to define awpE(S, Q) that is computable and is weaker thanwp(S, Q) (that is,
wp(S, Q) ⇒ wpE(S, Q)). Therefore, ifwpE(S, Q) = false thenwp(S, Q) = false.
This gives us a sufficient (but not necessary) test for safety. We say thatwpE(S, Q) is
anoverapproximationof wp(S, Q).

We formalize the notion of overapproximation of a compound predicatee by a set
of atomic predicatesE = {e1, · · · , ek} with theexterior coverfunctionecE(e). The
exterior cover functionecE(e) is the strongest predicate representable via a Boolean
combination of the atomic predicates inE such thate impliesecE(e).

We now make the definition ofecE(e) precise. Acubeover E is a conjunction
ci1 ∧ . . . ∧ cik

, where eachcij ∈ {eij ,¬eij} for someeij ∈ E. The functionecE(e)
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is the disjunction of all clausesc overE such thate ⇒ c. There are exactly2k clauses
overE. A naive implementation of theecE function enumerates all such clausesc and
invokes a theorem prover to decide the validity ofe ⇒ c.

The exterior cover function has the following properties:

• ecE(e1 ∧ e2) ⇒ ecE(e1) ∧ ecE(e2);

• ecE(e1 ∨ e2) = ecE(e1) ∨ ecE(e2);

• ecE(¬e) ⇐ ¬ecE(e);

• (e1 ⇒ e2) ⇒ (ecE(e1) ⇒ ecE(e2))

Exercise. Prove these four properties of theecE function.End Exercise
An important property of theecE function is that there are at most22k

semantically
distinct compound predicates that can be constructed over the set of atomic predicates
E. That is, while the domain of theecE function is infinite, the range of theecE

function is finite. In general, computing the most preciseecE is undecidable. Thus, in
practice, we compute an overapproximation toecE .

Now,ecE(wp(S, Q)) is the optimal (but incomputable) covering ofwp with respect
to E. It is a covering because by the definition ofecE , wp(S, Q) ⇒ ecE(wp(S,Q)).
It is optimal also because of the definition ofecE . In order to define a computable
wpE , we need to “push”ecE insidewp, but not too far. For example, we prefer not to
abstract between statementsS1 andS2 in a sequence because:

wp(S1, wp(S2, Q)) ⇒ wp(S1, ecE(wp(S2, Q)))

Following abstract interpretation, we wish to abstract only at loops. However,

ecE(wp(while b do S, Q)) = ecE(νX.((b ⇒ wp(S, X)) ∧ (¬b ⇒ Q)))

still is incomputable because of the greatest fixpoint inside the argument toecE . But
because

ecE(e1 ∧ e2) ⇒ ecE(e1) ∧ ecE(e2)

it follows that
ecE(νX.((b ⇒ wp(S, X)) ∧ (¬b ⇒ Q)))

⇒
νX.ecE((b ⇒ wp(S, X)) ∧ (¬b ⇒ Q))

That is, by pushing theecE function inside the greatest fixpoint, we get a function that
is weaker than theecE function applied to the greatest fixpoint. (In fact, it is possible to
gain even more precision by only applyingecE to wp(S,X); we leave it to the reader
to show that this optimization is sound).

So, our desiredwpE transformer is the same aswp for every construct except for
the problematicwhile loop, where we have:

wpE(while b do S, Q) = νX.ecE((b ⇒ wp(S,X)) ∧ (¬b ⇒ Q))

Thus,wpE is computable (given an algorithm for approximatingecE). If wpE(S,Q) =
false then we declare thatwp(S,Q), which means thatS is safe with respect to the

8



set of bad final states satisfying predicateQ. Referring back to the terminology of the
Introduction,wpE(S,Q) is the result of the symbolic (backwards) reachability anal-
ysis of the Boolean abstraction. (We note that to be completely faithful to Boolean
abstraction, we should checkecE(wpE(S, Q)) = false, which is in general weaker
thanwpE(S, Q) = false. However, as shown above, we need only applyecE atwhile
loops.)

Exercise. Determine how to efficiently implementwpE . As a hint, in the SLAM
process, we introduce a Boolean variablebi for each predicateei in E and convert the
predicateecE(e) into a proposition formula (Boolean expression) over thebi. We then
can make use of binary decision diagrams [Bry86] to manipulate boolean expressions.
End Exercise

4 Path Feasibility Analysis

Suppose thatwpE(S, Q) 6= false. From this result, we do not know ifwp(S, Q) is
false or not. In order to refine our knowledge, we proceed as follows. We introduce the
concept of a “bounded weakest precondition” that will serve to unify the concepts of
counterexample traces of the Boolean abstraction and the original program.

Figure 3 shows the bounded weakest precondition computation, specified as a re-
cursive function. The basic idea is to compute the weakest precondition of statement
S with respect to predicateQ for all transformations up to and includingk steps (and
possibly some more) from the end ofS. Each skip or assignment statement constitutes
a single step. Thebwp transformer returns a pair of a predicate and the numbers of
steps remaining after processingS.

We see that the definition ofbwp first checks if the step boundk has been exhausted.
If so, bwp is defined to be “false”. This stops the computation along paths of greater
thank steps (becausewp(S, false) = false for all S). Otherwise, if statementS is an
assignment or skip, the weakest precondition is computed as before and the step bound
decremented by one. Statement sequencing is not noteworthy. The processing of theif-
then-elsestatement proceeds by first recursing on the statementsS1 andS2, resulting
in corresponding outputs(Q1, k1) and(Q2, k2). The output predicate is computed as
before and the returned bound is the maximum ofk1 andk2. This guarantees that all
(complete) computations of length less than or equal tok steps will be contained in
bwp (and perhaps some of longer length as well).

Processing of thewhile statement simply unrolls the loop by peeling off one iter-
ation (modeled by the statement “if b then S1 else skip”) and recursing on thewhile
statement. It is clear that thebwp will terminate after at mostk steps.

We definebwpE to be the same asbwp everywhere except at thewhile loop (as
before), where we replacebwp(S, (Q′, k′)) by bwp(S, (ecE(Q′), k′)).

Exercise. If wpE(S, Q) 6= false then there is a smallestk such thatbwpE (S, (Q, k))
6= false. Such ak can be found by various means during the computation ofwpE .
Generalize thewpE computation to produce such ak. End Exercise
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let bwp(S, (Q, k)) =
if k ≤ 0 then

(false, 0)
else

caseS of
“skip” → (Q, k − 1)

“x := e” → (Q[x/e], k − 1)

“S1;S2” → bwp(S1, bwp(S2, (Q, k)))

“ if b then S1 elseS2” →
let (P1, k1) = bwp(S1, (Q, k)) in
let (P2, k2) = bwp(S2, (Q, k)) in
(((b ⇒ P1) ∧ (¬b ⇒ P2)),max(k1, k2))

“while b do S1” →
let (Q′, k′) = bwp(“ if b then S1 else skip”, (Q, k)) in
bwp(“while b do S1” , (Q′, k′))

Figure 3: Bounded weakest precondition.

5 Predicate Discovery

If bwp(S, (Q, k)) 6= false then we have found that there is an initial state inwp(S, Q)
from which the bad stateQ can be reached in at leastk steps. If, on the other hand,
bwp(S, (Q, k)) = false then there is no counterexample of less than or equal tok
steps. In this case, we wish to refine the set of predicatesE by finding a set of predicates
E′ such thatbwpE∪E′(S, (Q, k)) = false.

To explain the generation of predicates, let us first focus on a simple scenario. We
have a programS = S1; S2, post-conditionQ and set of predicatesE such that:

• wp(S1, ecE(wp(S2, Q))) 6= false, and

• wp(S1, wp(S2, Q)) = false.

Now, we wish to find anE′ such that

wp(S1, ecE∪E′(wp(S2, Q))) = false

One sufficientE′ simply is the set of atomic predicates that occur inwp(S2, Q) (that
is,E′ = atoms(wp(S2, Q))). With such anE′, the predicatewp(S2, Q) is expressible
as a Boolean function over the predicates inE′ and so is expressible by the exterior
coverecE∪E′ .

While the set of predicates (atoms(wp(S2, Q))) is a correct solution to the predi-
cate refinement problem, it may be too strong for our purposes. That is, there may be

10



manyE′′ such that for alle, ecE′(e) ⇒ ecE′′(e) and for which

wp(S1, ecE∪E′′(wp(S2, Q))) = false

Craig interpolants [Cra57] are one way to find suchE′′ [HJMM04]. Given pred-
icatesA andB such thatA ∧ B = false, an interpolantΘ(A,B) satisfies the three
following points:

• A ⇒ Θ(A, B),

• Θ(A,B) ∧B = false,

• V (Θ(A,B)) ⊆ V (A) ∩ V (B)

That is,Θ(A, B) is weaker thanA, the conjunction ofΘ(A,B) andB is unsatisfiable
(Θ(A,B) is not too weak), and all the variables inΘ(A,B) are common to bothA and
B.

To make use of interpolants in our setting, we decomposewp(S1, wp(S2, Q)) into
A andB predicates as follows. LetX be the set of variables appearing in the program
S1;S2 and letX ′ be primed versions of these variables (which do not appear in the
program). LeteqX =

∧
x∈X(x = x′), which denotes the set of states in which each

x ∈ X has the same value as its primed versionx′. We defineA andB as follows:

• A = wp(S2, Q)[X/X ′];

• B = wp(S1, eqX)

That is, A is the weakest precondition ofS2 with respect toQ, with all unprimed
variables replaced by their primed versions, whileB is the weakest precondition ofS1

with respect to the predicateeqX . It is clear that:

wp(S1, wp(S2, Q)) ⇐⇒ (∃X ′.A ∧B)

Let EΘ = atoms(Θ(A,B)[X ′/X]). From the definition of interpolants, it follows
thatwp(S1, ecEΘ(wp(S2, Q))) = false. Therefore,wp(S1, ecE∪EΘ (wp(S2, Q))) =
false.

We now generalize the generation of interpolants to thewhile language. The basic
idea is simple: at any point where theecE function has been applied duringbwpE , we
need to generate an(A,B) interpolant pair. Since thebwpE function only appliesecE

after peeling one iteration off of awhile loop, we need only interpolate at these places.
Thus, we will generate at mostk×n interpolant pairs, wheren is the number ofwhile
loops in the program.

The interpolation function (interp of Figure 4) follows the same basic structure as
the bwp function with a few important differences. First, there is a mode parameter
m that indicates whether the function currently is constructing theA predicate (m =
InA) or is constructing theB predicate (m = InB). With each interpolant pair we also
track the remaining number of stepsk. Thus, theinterp function takes two arguments:
a statementS and a four-tuple(m,A,B, k). Second, the function returns a list of four
tuples of the same form(m,A, B, k). It returns a list because each iteration peeled
from awhile loop yields a new(A,B) pair.
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let interp S (m,A,B, k) =
if k ≤ 0 then

list (m, false, false, 0)
else

caseS of
“skip” → list (m,A, B, k − 1)

“x := e” →
if m = InA then

list (m,A[x/e], B, k − 1)
else

list (m,A,B[x/e], k − 1)

“S1;S2” → flatten(map (interp S1) (interp S2 (m,A, B, k)))

“ if b then S1 elseS2” →
let (InA,A1, B1, k1) :: tl1 = interp S1 (m,A, B, k) in
let (InA,A2, B2, k2) :: tl2 = interp S2 (m,A, B, k) in
let res0 = list (InA, ((b ⇒ A1) ∧ (¬b ⇒ A2)), false, max(k1, k2)) in
let res1 = map (λ(m′, A′, B′, k′). (m′, A′, b ∧B′, k′)) tl1 in
let res2 = map (λ(m′, A′, B′, k′). (m′, A′,¬b ∧B′, k′)) tl2 in
res0@res1@res2

“while b do S1” →
let res = interp “ if b then S1 else skip”(m,A, B, k) in
let (InA,A′, B′, k′) :: tl = res in
let res′ = (InA, A′, B′, k′) :: (InB,A′[X/X ′], eqX , k′) :: tl in
flatten (map (interp “while b do S1”) res′)

Figure 4: Generation of(A, B) pairs for interpolation.

In the case thatk is less than or equal to zero, theinterp function replacesA
andB by false and returnslist(m, false, false, 0) (the functionlist takes a tuple
and returns a list containing that single tuple). Processing of askip statement simply
reduces thek bound. Processing of an assignment statement switches on the mode
variablem to determine whether or not to apply the substitution ([x/e]) to A or B.

Processing of statement sequencing first recursively makes the call(interp S2

(m, A,B, k)), which results in a list of four-tuples. The curried function(interp S1)
then is mapped over this list (viamap), resulting in a list of lists of four-tuples, which
is then flattened (viaflatten) to result in a list of four-tuples.

We now skip to the processing of thewhile loop. Theinterp function maintains the
invariant that (assuming it initially is called withm = InA) that the output list begins
with a tuple with modeInA and is followed by tuples with modeInB. A loop iteration
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is peeled (as before) and a call tointerp yields the listres, which is then split into a
head(InA,A′, B′, k′) and tailtl. A new list res′ is defined that is the same asres
except for the addition of the new tuple(InB,A′[X/X ′], eqX , k′) which represents
the new interpolant pair that we must consider for this loop iteration. Finally, this list
is processed (as in statement sequencing, usingmap andflatten).

Finally, we come to the processing of theif-then-elsestatement. As before, the
interp function recurses on the statementsS1 andS2, yielding two lists. By construc-
tion, the first tuple of each list has modeInA. These tuples are combined together to
make a new listres0 containing one tuple of modeInA, in the expected way (note
that since the mode isInA, it is safe to substitutefalse in theB position). The list
tl1 contains theInB tuples from thethen branch. Theinterp function maps each
tuple (m′, A′, B′, k′) in tl1 to (m′, A′, b ∧ B′, k′) in res1 to reflect the semantics of
the conditional statement. The listres2 is created in a symmetric fashion. Finally, the
concatenation of listsres0, res1 andres2 is returned as the result.

Recall that we are given that for somek, bwpE(S, (Q, k)) 6= false and that
bwp(S, (Q, k)) = false. To derive a new set of predicates we invoke(interp S
(InA, Q, false, k)). The first tuple in the result list is discarded (as it has modeInA
and does not represent an interpolant pair). The remaining tuples in the list represent
(A, B) interpolant pairs. Further recall, that eachΘ(A,B) that is an interpolant of
(A, B) yields a set of refinement predicatesEΘ = atoms(Θ(A,B)[X ′/X]).

Exercise. Prove that the set of refinement predicatesE′ generated by interpolat-
ing the(A,B) pairs returned by(interp S (InA,Q, false, k)) has the property that
bwpE′(S, (Q, k)) = false. End Exercise

6 Procedures

We now add to the language procedures with call-by-value formal parameters (of type
integer). As in the C language, all procedures are defined at the same lexical level
(no nesting of procedures is allowed). To simplify the exposition, procedures do not
have return statements. Any side-effect of a procedure must be accomplished through
assignment to a global variable (which can be used to simulate returning an integer
result).

Exercise. Extend the technique to deal with return statements.End Exercise

We assume a set of global integer variablesG and we will find it useful to have
primed (G′) and temporary (GT ) versions of the global variables. Given a procedurep,
let Fp = {f1 · · · fm} be the formal (integer) parameters ofp and letLp = {l1 · · · ln}
be the local (integer) variables ofp.

Now that we have procedures, it makes sense to talk about the “scope” of predi-
cates. A predicate has “global” scope if it only refers to global variables and constants.
A predicate has “local” scope (with respect to a procedurep) if it mentions a formal
parameter or local variable of procedurep. Predicates that mention variables from the
(local) scopes of different procedures are not allowed. LetEp be the predicates with
global scope together with the predicates that are locally scoped to procedurep.
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We wish to compute a “summary” of the effect of a procedurep. A summary
is simply a predicate containing both unprimed and primed variables of the global
variables. Thus, as summary is a (transition) relation between pre-states and post-
states. LetSp be the body of procedurep (in which all formal parameters and local
variables ofp are in scope). The summary ofp is

∆p = ∃Lp.wp(Sp,
∧

g∈G

(g = g′))

That is, the summary is the weakest precondition of the procedure body with respect
to a predicate in which the values of variablesg andg′ are the same, for all global
variablesg in G and their primed counterparts. Finally, the local variables ofp are
eliminated, resulting in a predicate mentioning only global variables and their primed
counterparts, as well as the formal parameters of procedurep. Procedure summaries
make it possible to deal with recursive procedures, as is well-known in program analy-
sis [SP81, RHS95].

The weakest precondition of a call to procedurep from procedureq is

wp(p(a1, · · · , am), Q) = ∃GT .(∆p[G′/GT ] ∧Q[G/GT ])[fi/ai]

The formula(∆p[G′/GT ]∧Q[G/GT ]) equates the pre-state ofQ (G renamed toGT )
with the post-state of∆p (G′ renamed toGT ) in order to perform a join of∆p with
Q. Then, the formal parametersfi of procedurep are replaced by their corresponding
actually argumentsai. Finally, the temporary globalsGT are eliminated, resulting in a
predicate that mentions only global variables (and their primed counterparts), as well
as the local variables of procedureq.

If the program has no recursion then we can simply apply the weakest precondition
calculation as given above. If it has recursion then, as withwhile loops, we must
apply the exterior cover to achieve termination of symbolic backwards reachability.
We redefine∆p to use the exterior cover as follows:

∆p = ∃Lp.ecEp(wp(Sp,
∧

g∈G

(g = g′)))

Of course, not every procedure body need be abstracted. By a depth-first search of
the program’s callgraph we can identify a set of procedures that are the targets of
backedges. Only these procedures’s bodies need be abstracted.

Exercise. We have generalized the weakest precondition calculation to procedures
with call-by-value parameter passing. Generalize thebwp andbwpE functions and the
generation of refinement predicates via theinterp function.End Exercise

7 Call-by-reference Parameter Passing

To complicate matters a bit more, we introduce a call-by-reference parameter passing
mechanism to the language, which permits aliasing. So far, the type system of our
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language (such as it is) permits only the base type “integer”. We now extend the type
system to permit references to integers:

τ → int | ref int

References are created via parameter passing of a local variablel (of typeint) to formal
parameterf of a procedure with type declaration “out int”. By definition, the type of
f is ref int andf is initialized to be a reference to variablel. It is possible to copy a
reference from caller to callee using the type declaration “ref int” for formal parameter
f . In this case, the actual argument corresponding tof must be a formal parameter of
the caller with typeref int.

Only formal parameters may have typeref int. If f is a formal parameter of type
ref int then the expression∗f denotes the contents of the location thatf references.
Two formal parameters with reference type may be compared for equality.

In order to reason about references to variables we need to add the concept of an
“address” of a variable. LetL be the set of all local variables in the program. Let every
variablel in L be assigned a unique integer indexind(l). To distinguish integers that
represent addresses from program integers, we introduce the constructoraddr(i). The
following axioms define the meaning ofaddr and dereference∗:

∀ l ∈ L : ∗addr(ind(l)) = l (ADDR/DEREF)

∀ i, j : i = j ⇐⇒ addr(i) = addr(j) (ADDREQ)

The first axiom states that the dereference ofaddr(i), wherei is the index of local
variablel is equal to the value of variablel. The second axiom states that two addresses
are equal if and only if their integer indices are equal.

We now need to define the weakest precondition for two new cases that arise
with dereferences: procedure calls to procedures without parameters; and assignment
through a dereference of a formal parameter (∗f := e). The weakest precondition for
a direct assignment to a variable (local or global) (x := e) does not change.

We assume (without loss of generality) that the formal parameters of procedurep
are(f1, · · · , fm, g1, · · · , gn) where thefi are notout parameters and thegj areout
parameters. The weakest precondition of a call to procedurep from procedureq is

wp(p(a1, · · · , am, l1, · · · , ln), Q)

=

∃GT .(∆p[G′/GT ] ∧Q[G/GT ])[fi/ai][gj/addr(ind(lj))]

The procedure call passes actual expressions(a1, · · · , am) corresponding to the formal
parameters(f1, · · · , fm) and locals variables(l1, · · · , ln) of procedureq corresponding
to the formalout parameters(g1, · · · , gn). The only change to thewp transformer
(compared to the call-by-value transformer) is to replace eachout parametergj by the
address of the corresponding locallj in the call.
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Let ∗f := e be an assignment statement in procedurep, wheref is a formal pa-
rameter of typeref int ande is an integer expression. LetY = {∗g1, · · · ∗ gk} be the
dereference expressions mentioned in expressione.

Given a predicateQ, variablesf andg of type ref int and expressione of type
int, we consider the effect of assigninge to ∗f on predicateQ under potential aliasing
betweenf andg. There are two cases to consider: eitherf andg reference the same
location (are aliases), and hence the assignment ofe to ∗f will cause the value of∗g to
becomee; or they are not aliases, and the assignment to∗f leaves∗g unchanged. The
following formula captures this choice:

Q[f, e, g] = (f = g ∧ Q[∗g/e]) ∨ (f 6= g ∧ Q)

We now definewp(∗f := e,Q) as follows:

wp(∗f := e, Q) = Q[f, e, g1][f, e, g2] · · · [f, e, gk]

This generalization of the assignment statement to consider potential aliases is due to
Morris [Mor82].

Exercise. We have generalized the weakest precondition calculation to procedures with
call-by-reference parameter passing. Generalize thebwp andbwpE functions and the
generation of refinement predicates via theinterp function.End Exercise

8 Conclusions

We have presented a counterexample-driven refinement process for software using the
concepts of weakest precondition, predicate abstraction, bounded model checking and
Craig interpolants. This presentation drew from our experience with the SLAM project
as well as recent results from other researchers working on abstraction/refinement tech-
niques. We thank them all for their work and inspiration.

We have left a number of interesting problems open for the reader to solve in the
exercises. Just in case these are not enough, here are some other problems to consider:

• consider how to make the process incremental, ala the BLAST project [HJMS02];

• our use of interpolants does not localize the scope of the refinement predicates to
the syntax of the program as in [HJMM04] - consider how to do this to improve
the efficiency of the process;

• consider how to generalize the type system we have given to permit references
to references (as in the C language), and to allow the creation of references by
mechanisms other than parameter passing (such as the C address-of operator);

• consider how to generalize the process for concurrent programs.
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