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Abstract

On shared multi-core CPUs, memory coloring achieves mi-
croarchitectural isolation by partitioning resources between
trust domains. Previous work has shown that memory coloring
can, in principle, be used to isolate multiple components si-
multaneously, e.g., both the last-level (L3) cache and DRAM.
The number of colors obtained by these methods depends
on the algebraic properties of the indexing functions, though,
and today’s off-the-shelf CPU designs are often not suited for
multi-component memory coloring.

We develop algorithms to automatically synthesize index-
ing functions that guarantee a minimum number of colors.
Given a set of typical workloads and some context on the
CPU design, our algorithms compute a new linear indexing
function that supports the requested number of colors while
maximizing the performance on the workloads. Our approach
is based on the observation that the number of colors depends
on the overlap of the algebraic kernels of the involved index-
ing functions. Building on this observation, we translate the
requirements that the CPU design imposes on the function
into algebraic constraints that our algorithms enforce.

In a case study on a 16-core server-class CPU, we show that
our framework yields a coloring scheme that partitions the L3
cache and DRAM banks, increasing the number of colors from
1 to 16 while incurring less than 2.5% performance overhead,
on average across SPEC and PARSEC benchmarks.

1 Introduction

Microarchitectural side channels continue to pose a threat,
with a steady stream of new vulnerabilities and retrospec-
tively applied mitigations. The primary targets for microar-
chitectural side-channel attacks are shared components of the
memory hierarchy, for example caches. In modern cloud en-
vironments, physical cores are private to each tenant, which
prevents attacks via core-local components like L1 caches.
Significant parts of the microarchitecture (e.g., last-level (L3)
caches, coherence directories, and DRAM) are still shared.

For those shared components, spatial partitioning protects
against side channels by assigning each tenant their own por-
tion of the component. Spatial partitioning is achieved ei-
ther by hardware-based techniques (currently limited to L3
caches [33]) or memory coloring, a software-based technique.

Memory Coloring. Memory coloring assigns colors to
physical memory such that addresses of different colors are
mapped to different cache sets or DRAM banks. By ensuring
that different tenants never share a color, one can guarantee
isolation between tenants. Memory coloring has been shown
to be practical and effective when partitioning components
individually [11,34,46] and can even partition multiple shared
components simultaneously [16,39].

The number of colors achievable with multi-component par-
titioning is limited by the address bits used in the components’
indexing functions (which map addresses to resources) [16].
Modern CPU designs often support only one or two col-
ors [16], which means that a CPU could host only two iso-
lated domains. To make memory coloring a realistic option
for cloud providers, CPUs need to support significantly more
colors, ideally as many as there are cores. With the growing
number of cores in server-class CPUs, the number of tenants
that are scheduled on the same machine will only increase.

Indexing Functions for Memory Coloring. In this work,
we propose to design indexing functions specifically for multi-
component coloring. Traditionally, the primary focus of in-
dexing function design lies on performance, which aims to
uniformly distribute memory accesses across the component’s
resources. Instead, we shift the focus and investigate how we
can design indexing functions that first of all guarantee a given
minimum number of colors and as a secondary requirement
optimize performance.

Problem Statement. The problem of designing indexing
functions for coloring has not been studied systematically
so far. Previous work suggested small, manual modifications
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to existing indexing functions to increase the number of col-
ors [16]. This neglects the performance implications of these
modifications. It also does not scale to complex CPU designs,
which impose multiple constraints on the coloring scheme
and, in extension, also on the indexing functions.

Modern architectures consist of multiple hierarchical com-
ponents, each with their own indexing function. An L3 cache,
for instance, is often organized in slices, which are also in-
dexed by a function. Furthermore, each core has core-local
(i.e., private) components like L1 and L2 caches, which should
not be inadvertently partitioned by a coloring scheme. Finally,
the coloring scheme is constrained by additional architectural
demands, e.g., that pages should not be split across colors.

If we want to increase the number of colors by replacing
one of the indexing functions involved, we need to consider
the system context and how it influences the coloring scheme.
The complexity of the surrounding system suggests solving
this task algorithmically rather than with manual tweaks.

The question is thus: Can we automatically synthesize an
indexing function that guarantees a minimum number of col-
ors, adheres to system constraints, and does not compromise
on performance?

Approach. We address this question by proposing algo-
rithms that automatically synthesize coloring-friendly and
performant indexing functions.

We first focus on the performance aspect by synthesizing
indexing functions that evenly distribute memory accesses
across the component’s resources (e.g., the cache sets of the
cache). We formulate this as an optimization problem on the
access traces produced by a given set of workloads and solve
it using an approximation algorithm.

In the next step, we modify the algorithm to accommodate
additional coloring requirements. We describe the coloring
requirements algebraically and adapt the algorithm such that
they are satisfied by design, provided they are mathematically
satisfiable. This is combined with a best-effort approach to
ensure performance is not sacrificed in the process.

Lastly, we conduct a case study, in which we synthesize
several alternative L3 indexing functions in the context of
other, previously reverse-engineered Intel indexing functions.
Our results illustrate how the achievable number of colors and
performance vary depending on the complexity of the con-
straints imposed by the surrounding system. We furthermore
show experimentally that the coloring schemes derived from
the synthesized functions indeed simultaneously partitions all
microarchitectural components considered as context.

Contributions. We make the following contributions:

* We provide an algorithm that, given a set of workloads,
synthesizes an indexing function that uniformly distributes
the workloads’ accesses across the component’s resources.

* We develop algebraic conditions that guarantee that the
synthesized function supports a minimum number of colors

and adapt the baseline algorithm accordingly.

* We demonstrate the efficacy of our framework through a
case study where we synthesize L3 cache indexing functions
for several CPU configurations, including a 16-core server-
class CPU. Our performance and security analysis shows that
it is possible to derive coloring schemes that jointly partition
the L3 cache and DRAM banks while providing a sufficient
number of colors, at small performance overhead.

2 Memory Coloring and Indexing Functions

We use this section to give an overview of memory coloring
and introduce the formal constraints on a coloring scheme
(following the definitions of [16]). We then discuss how the
coloring scheme depends directly on the indexing functions
of the involved components and deduce coloring requirements
for the design of new indexing functions.

2.1 Memory Coloring and Indexing Functions

Threat Model. In public clouds, several tenants (or, more
generally, trust domains) run simultaneously on a server. Each
trust domain is typically assigned its own set of CPU cores, but
off-core components like the last-level (L3) cache, coherence
directories, and DRAM are shared. The hypervisor is not
adversarial. We consider an attacker who controls one of
the trust domains and monitors the usage of these shared
components with eviction-based side channels. We do not
consider attacks based on overall congestion (e.g., utilization-
based) on coarse-grained shared resources (e.g., cache ports
and banks, on-chip interconnects, and the memory bus) as well
as attacks via networking devices, shared storage, physical
(e.g., power) side channels.

Resource Partitioning. Memory coloring is a software-
based technique that spatially partitions the resources of
shared components. When partitioning caches, for example,
each cache set should be used exclusively by one trust domain.
This is achieved by assigning colors to physical addresses.
A coloring scheme achieves isolation if no two addresses
of different colors are mapped to the same resource by the
component’s indexing function. Finally, the memory manager
of the hypervisor or host OS assigns each memory color to
a trust domain. The number of colors thus determines how
many trust domains can compute simultaneously and in an
isolated fashion on the same CPU.

Challenges of Memory Coloring. The challenge of mem-
ory coloring lies in the fact that multiple shared components
need to be partitioned simultaneously — not only the L3 cache,
but also DRAM and cache coherence directories. Addition-
ally, the coloring scheme should not inadvertently partition
core-local (i.e., private) components like .1 or L2 caches,



which would lead to performance loss due to underutilization
of these components. Finally, we need to adhere to architec-
tural constraints, e.g., that pages cannot be split across colors.

Modeling Memory Coloring. Formally, we model the
memory as the vector space IF; containing all n-bit addresses.
In this setting, a coloring scheme with 2 colors, assuming
m < n, can be expressed as a function 4 : I, — 7, i.e., two
addresses xo and x| have the same color if A(xo) = h(x1). The
preimages Py, := {h~!(r) | r € F¥'} of h form a partition of
the memory space: each class C, € P, contains all addresses
assigned the same color r. Importantly, different functions can
define the same partition. For example, the function /(x) = x°,
which projects the address to its least significant bit, defines
the same partition as /’(x) = —x°, which projects on and then
negates the least significant bit.

Indexing Functions. Indexing functions define how phys-
ical addresses are mapped to the resources of a component.
For example, a typical L3 set indexing function projects on
the 11 least significant bits (ignoring the block-offset bits):
Si3(x) =x0 47, ..., x'°

Above, each comma-separated term defines an output bit of
f13- On a typical machine with 48 usable address bits, fi3
is a function of type IF‘Z*S — IF;I, indexing 2048 cache sets.
Most indexing functions are linear functions, i.e., they either
project on single bits or XOR () multiple bits, but they
do not use AND or OR operations. Linear functions can be
represented using matrices, where each row defines an output
bit. A column contains 1 if the address bit is present in the
corresponding output bit.

Example 1. The following XOR notation and ma-
trix notation represent the same linear function.
f:F3 =T

A {1 1 o}
fx)=x'@x? x° 7o o

As for coloring functions, the preimages Py of an indexing
function define a partition of the memory, where each class
contains all addresses mapped to the same resource. A special
class in Py is the kernel ker(f), which is the class f~1(0) of
addresses mapped to 0. The kernel uniquely characterizes Py,
which means that two functions with the same kernel define
the same partition. From ker(f), we can directly construct a
function f’ with ker(f") = ker(f): if K is the matrix whose
columns form a basis of ker(f), the matrix describing f” is
BASIS(ker(KT))T, where T transposes a matrix (see [16], Sec.
3.2, for an explanation why this is the case).

2.2 Computing Coloring Functions

Isolating Coloring Schemes. A memory coloring function
hisisolating for a shared component indexed by f if addresses

with different colors are mapped to different resources. For-
mally, we can express isolation in terms of the preimages Py
of the coloring function:

VC1,Cr € Py {f(x) | xeCi}N{f(x) |xeCr} =0.

The above condition is equivalent to Py C P, which states
that every class of Py is a subset of a class of P,.

Architectural Constraints. Usually, CPU designs have ad-
ditional architectural constraints, e.g., that pages cannot be
split across colors. For 4KB pages, we define

f4K(x) :x127 x137 IR .X47,

which maps a 48-bit address to the page it is located on. The
constraints that pages are not split across colors translates to
Pp & Py

Simultaneous Isolation. If we want to simultaneously
color multiple components fi, f2, ..., fr while satisfying the
architectural constraint fix, we need Py, C P, for all i €
{1,2,...,k,4K}. Additionally, P, needs to have as many
classes as possible to maximize the number of colors. For-
mally, this is expressed as

Py =Py U Py, U... U P; U Ppy, (1)

where P U Q is the join of two partitions, i.e., the finest
partition that is coarser than both P and Q.

Uniform Utilization of Private Components. Besides
shared components, a system also contains core-local compo-
nents like L1 and L2 caches, which are private when cores
are not shared. Since core-local components are indexed from
memory just like shared ones, a coloring scheme might ac-
cidentally partition those as well. This would mean that a
trust domain can access only a share of its private cache sets,
which would unnecessarily decrease performance. A coloring
scheme Py, should thus uniformly utilize all private compo-
nents g (written P, L Py):

[CiNG| _ |G
|C1] |5

YC| € P,,C, € P,. 2)
The formula requires that the proportion of addresses being
mapped to a resource C, of g is the same in each color and
across the entire memory.

Hierarchical Indexing Functions. Some microarchitec-
tural components are structured hierarchically. The cache sets
of L3 caches, for example, are often grouped into several
slices, which are indexed by a slicing function. To map an
address to its cache set, both functions f;.. and fy3 are ap-
plied to the address, and the output of both together indexes



the cache set. In the matrix representation, this corresponds
to stacking the two matrices vertically, which we denote as
(fstice, fr3)- To achieve isolation of a hierarchical component,
we therefore need P( Fuicerf13) = Py. The output bits of the slic-
ing function and the set indexing function need to be inde-
pendent of each other in order to index all cache sets within a
slice. This is equivalent to Py, , L Py, .

Deriving the Coloring Scheme. In summary, a coloring
scheme P, should be (1) isolating for all shared resources,
(2) adhere to architectural constraints, and (3) uniformly uti-
lize all private components. Previous work has shown that
for fixed indexing functions, there is a deterministic single
solution to these constraints [16]. For off-the-shelf indexing
functions (which are not designed with coloring in mind), it
is often the case that P, has very few colors or even just a
single one [16]. To make memory coloring applicable and
practical, a systematic way to increase the number of colors
in a coloring scheme is needed.

2.3 Function Design for Memory Coloring

For this work, we observe that the coloring scheme depends di-
rectly on the indexing functions of the shared components, the
private components, and the architectural constraints. Thus,
by choosing a different indexing function for one of the com-
ponents, we can potentially increase the number of colors. In
the following sections, we investigate how to automatically
synthesize a function for a shared component such that the
resulting coloring scheme supports a minimum of ¢ colors
and still achieves a good hit rate on relevant workloads.
Formally, we assume a given set of functions indexing
shared components and architectural constraints fi,..., f;, a
set of functions for private components gy,. .., g, and poten-
tially a slicing function fy;... We want to synthesize a new
indexing function f that satisfies the following requirements.

1. COLORING: The resulting coloring scheme P, =
Py U Pr U ... U Py has the required number
of colors: |Py| = c.

2. UTILIZATION: The resulting coloring scheme P, uni-
formly utilizes all private components: P, L P, for
1<i<k.

3. HIERARCHICAL INDEPENDENCE: f and fy.. can be
organized hierarchically, i.e., the slicing function uni-
formly utilizes f: Py, L Py.

4. PERFORMANCE: f performs well on a given set of work-
loads.

The first three requirements we have formalized in this sec-
tion. In the following section, we make the PERFORMANCE
requirement more precise before we present our synthesis
algorithms.

3 Optimizing for Performance

As a metric to evaluate the performance of an indexing func-
tion, we use the hit rate, e.g., the cache hit rate or row buffer
hit rate. Concretely, we want to maximize the hit rate for a
given set of workloads. Previous work observed that in order
to maximize the hit rate, we need to uniformly distribute the
accesses generated by the workloads across the component’s
resources [20]. In a cache, for example, we want to evenly
spread out accesses across the cache sets. In general, it is not
enough to synthesize a function that is globally uniform, i.e.,
one that accesses every resource equally often counted across
all workload traces [20]. This would allow mapping a bulk
of consecutive accesses to the same resource, which would
cause a significant spike in the contention of a single resource
and negatively affect the hit rate.

This is why we require local uniformity, i.e., that uniformity
should also hold in any subsequence of successive accesses.
This means that ideally, in any interval whose length equals
the number of available resources, every resource should be
accessed exactly once.

In this section, we define an optimization problem to syn-
thesize a function that approximates this ideal. Before we
define the optimization problem, however, we need to dis-
cuss how we represent workload access traces and how we
transform them into a probability distribution.

3.1 From Address Traces to Offset Traces

We assume we are given a set of address traces, where each
trace represents the accesses to the component generated by
one workload. The traces are obtained from workloads that
model typical component usage.

3.1.1 Bitflip Patterns

The address traces are highly dependent on the memory allo-
cator: physical addresses are assigned in pages, but the pages
may be scattered across the memory. The memory allocation
will differ depending on the machine, the operating system,
and other parties computing on the machine. Thus, two traces
produced by the same binary might contain entirely different
addresses, depending on which pages were assigned to the
process. A function uniformly distributing the addresses of
one trace might perform badly for another trace. We therefore
abstract away concrete addresses and focus on offsets between
addresses. Given an address trace t = ag, a1, a2, a3, . . . , the off-
set trace 0q, 01, ... is defined as o9 = ap P a;, 01 =a; Bay,....
The offset trace describes the bitflips that occur between pairs
of consecutive addresses.

An advantage of offset traces is that they better capture
repeating patterns within a trace. Many workloads contain
linear traversals of arrays, for instance. These so-called strides
will appear repeatedly, starting from different addresses. Off-



sets abstract away from the location where an array is stored
and produce similar bitflip patterns across all strides. This is
illustrated by the following example.

Example 2. Consider the following two snippets of different
address traces accessing consecutive memory locations:

f=110000, 110001, 110010, 110011, 110100
ty= 001011, 001100, 001101, 001110, 001111

Translated to offset traces, we obtain the following two traces:

1 = 000001, 000011, 000001, 000111
)= 000111, 000001, 000011, 000001

The two offset traces contain the same offsets, just in a differ-
ent order: in a linear stride, 000001 is the most likely offset,
Jfollowed by 000011 and 000111.

Considering Example 2, we expect that different address
traces have offset traces with a similar distribution of offsets.

3.1.2  Uniformity in Terms of Offsets

We have established that offset traces better surface repeating
bitflip patterns, but in the end, the function should perform
well on the address traces, not the offset traces. However,
since we work with linear functions, we can use the offset
trace to infer the performance of a function on the address
trace. Assume we want to synthesize a function mapping to
2™ resources. As discussed at the beginning of the section,
ideally, we would like to achieve local uniformity, i.e., that
in any 2"-long subsequence of distinct addresses, no two
addresses are mapped to the same resource. We can formulate
this condition equivalently on offsets. Let a;, . ..,a;+om_1 be
a sequence of pairwise different addresses. We can express
any a;, j in terms of its sum of offsets from a;:

ai+j=0a;D0;D...B0oj+j-1
Let oj» be the sum 0; @ ... @ 0;1 ;1. We define 06 as the

zero vector 0. There is a collision in a;,...,a;1om_1 if there
are j,k €10,...,2" —1] such that

flaiy)) = flairk) = flai®oh) = flai®o})
= flai) & f(0}) = flai) & f(o})
= f(0}) = f(ok)

The above transformation holds because of the linearity of f,
which gives us f(x®y) = f(x) & f(y).

From the above equations, we get that a 2"*-long interval
starting at index i does not contain a collision if all offset
sums 0}),0},...,0%, ; are mapped to different resources by
f. Since 06 = 0 and for linear functions, f(0) =0, we obtain
that all o’j,oz with j # k and j,k > 0 should be mapped to
different resources, and none of them to 0.

Figure 1: Sliding windows for 2" = 4. The first (blue, dotted)
window produces 1, 2, and 3-step offsets starting from address
ap, the second (red, dashed) produces 1, 2, and 3-step offset
sums starting from address a;.

This condition on offsets ensures local uniformity, and we
want to synthesize a function that comes as close as possible
to satisfying this property. We therefore formulate this goal
as a probabilistic optimization problem, for which we first
transform the offset traces into a probability distribution.

3.2 Defining the Optimization Problem
3.2.1 Probability Model

We use a discrete probability space, in which each offset is
assigned a probability directly, independent of the history. The
set of all offsets is the same as the address space. Therefore, a
probability distribution on offsets is a function P : 5 — [0, 1].
We decided to use discrete, direct probabilities to keep the
probabilistic aspect of our algorithm simple and general.

A simple way of transforming offset traces into a discrete
probability distribution would be to count the number of oc-
currences of each offset and compute its share of the total
number of offsets. However, the offset-based uniformity crite-
rion developed in Section 3.1.2 argues about sums oj. of off-
sets, not just single-step offsets. If we just counted the number
of occurrences of single-step offsets, a frequent offset sum
that never occurs as a single-step offset would be assigned
probability 0. Therefore, we instead count all offset sums
obtained by adding at most 2" — 1 many consecutive single-
step offsets. We do so by traversing every address trace using
sliding windows of length 2, as illustrated in Figure |. Each
window produces 2" — 1 many offsets, and each trace ¢ con-
tains [ = |¢| — (2™ — 1) many windows. We define P(0) as the
number of times o was observed across all windows divided
by /- (2" —1). Elements from I that have not been observed
in any of the sliding windows are assigned a probability of 0.
From now on, we call any o € F; an offset, independently of
it being a single-step offset or an offset sum.

3.2.2 Uniformity Probabilistically

Assume we picked a function f that distributes all offsets
to the 2™ resources. We define the probability mass M, of



a resource r as the sum of the probabilities of all offsets

mapping to r:
M.= Y P)

oef~1(r)
We randomly draw a sequence of offsets Oli’"'voém—l'
According to the formulation of uniformity in terms of off-
sets (as described in Section 3.1.2), all o},...,05x_, should

be mapped to different resources and none of them to 0.
One way to satisfy this requirement is f(0}) = 1, f(0}) =
2,..., f(0hm_) =2"—1(each 1,2,...,2™ — 1 refers to a dif-
ferent resource). The probability of this event occurring is
My -Mj-...-Mym_;. Any permutation of My,... ,Mom_y is
fine as well, so the probability of not observing a collision is
the sum of the (2" — 1)! many permutations of the sequence:

"= 1)1-M;-...-Myn_,

The probability masses M; are dependent on the function we
choose, so the optimization task is the following:

Optimization Goal:
Find a linear function f : F; — [F%' that maximizes the
probability (2" —1)!- M| -...-Mom_;.

3.2.3 Example

We present a small example that illustrates how synthesizing
a function from offset probabilities according to the above
optimization goal ensures a uniform distribution of addresses
to resources.

Assume we are given an address trace with just 4 different
addresses: 11, 10, 01, 00. Assume 50% of the addresses in
the trace are 11, 30% are 10, 15% are 01, and 5% are 00.
Intuitively, to achieve uniformity, 11 and 00 should be mapped
to the same resource, as well as 10 and 01. Because of the
distribution, the offsets we will see the most are:

1.00=11®11 2.01=11¢10 3.10=11¢01

Assume we want to synthesize a linear function f : F5 — Fl,
i.e., we have two resources 0 and 1. The optimization goal
tells us to choose a function f such that M is as large as
possible. £(00) has to be assigned to resource 0 because of
the linearity. We therefore assign the offset with the second-
highest probability to resource 1, which is 01. We also add 10
to resource 1, leaving 11 to go to resource 0 again (because of
the linearity). Like that, we have synthesized a linear function
that maps 11 and 00 to the same class, which are exactly the
addresses with the highest probability and the lowest one.

3.2.4 Solving the Optimization Problem

Ignoring the additional constraint that the mapping from off-
sets to resources needs to be produced by a linear function,
the type of optimization problem derived in this section is

well established and can be solved with the Lagrange opti-
mization method [35]. Using the Lagrange method, we obtain
the result that we should pick a function that a) minimizes M
and b) minimizes the standard deviation between all other M;,
i.e., getting as close to M| = ... = Mon_ as possible. The
detailed steps applying the Lagrange method can be found in
the appendix in Section A.

Our optimization problem is very close to the multi-ary vari-
ant of the well-known number partitioning problem [18,31].
The number partitioning problem asks to distribute a set of
n values across m sets such that the standard deviation be-
tween the sums in each of the sets is minimized. The number
partitioning problem has been dubbed the “easiest NP-hard
problem" because of the various efficient approximation algo-
rithms [14,22,24]. In our case though, we have an additional
requirement that the distribution of offsets to resources needs
to be computable by a linear function. As we will see in
the next section, this requirement adds significant additional
constraints.

4 Greedy Synthesis of Linear Functions

We approximate the optimization problem described in Sec-
tion 3.2 using a greedy algorithm inspired by algorithms pro-
posed for the number partitioning problem [14]. This algo-
rithm serves as a baseline that we will then extend to also
guarantee the required number of colors. Instead of defining
a function f right away, our algorithm constructs its partition
Py ={Co,...,Con_1}, i.e., it groups all offsets of the input
space IF5 into 2" many resource classes. Here we leverage the
fact that in the case of linear functions, it is sufficient to know
Py to compute f (as described in Section 2.1).

Overview of the Algorithm. Intuitively, our algorithm
is quite straightforward. Given a probability distribution
P over offsets, iteratively assign all offsets to the classes
Co,...,Com_1, keeping the probability mass of the class rep-
resenting the kernel as small as possible and the masses of
all other classes as uniform as possible (as described in Sec-
tion 3.2). We proceed in two steps: first, we pick the 2" most
likely offsets that we want to assign to different classes. Then,
we repeatedly pick from the remaining offsets the one with the
highest probability and assign it to the class with the lowest
probability mass (other than the kernel).

Linearity Constraint. The algorithm is complicated by the
fact that we need the resulting partition to be computable by
a linear function, which poses the additional constraint that

Va,b: fla®b) = f(a)® f(D).

With this constraint, if we assign some offset o; to the class Cy
and o; to C,, we know to which class we need to assign offset
01 @ 02, namely to the class representing f(01) @ f(02). In



particular, if o1 is in the kernel class, then 0, and 0| & 0, need
to be in the same class. Furthermore, the constraint implies
that all classes in the partition must be of equal size. To adhere
to the linearity constraint, we ensure that every intermediate
partial assignment of offsets to classes satisfies the constraint.
Thus, with every new offset assigned to a class, we compute
the additional offset assignments implied by the constraint.

4.1 Step 1: Pick Class Representatives

Let D be the list of offsets ordered by their probability. Ini-
tially, all classes Cp,...,Con_1 are empty. In the first round,
depicted in Algorithm 1, we pick one offset per class. To class
Co we assign 0, which will thus be the kernel class. The off-
sets we pick for the other classes are the ones with the highest
probability. These are the offsets that occur particularly often
and should therefore be assigned to different classes to avoid
collisions. We call these initial offsets class representatives.

Algorithm 1 Picking Class Representatives

Input : Offsets sorted by probability D
Output: Partial partition Py with one offset per class
Py [{0}] > Initializing the kernel
while |[Py| < 2™ do
¢+ D.pop()
Pr.append({c})
for {¢'} € Pr do
" —cod
Pys.append({c"})
D < remove(c”, D)
return: Py

> Offset with highest probability

> Linear combination

Applying the Linearity Constraint. Because of the lin-
earity constraint, we cannot freely pick all class represen-
tatives. Assume we assign o; to C; and 0, to Cp. Then
03 = 01 & 0p must be assigned to a third class Cz. This is
because f(01) # f(02) and both f(0;) and f(0;) are unequal
to 0, so f(01) @ f(02) is unequal to f(01), f(02), and £(0).
This is depicted in Figure 2a. Generally speaking, whenever
we choose a new class representative o, all linear combina-
tions of o with previously chosen class representatives need to
be assigned to their own class. As a result, the space of class
representatives forms a proper subspace of IF;. Lastly, we ini-
tialize the probability mass M; of each C; with the probability
P(0;) of the offset picked as class representative.

4.2 Step 2: Distribute Remaining Offsets

In the next step, depicted in Algorithm 2, we repeatedly pick
the offset with the highest probability and assign it to the class
with the lowest probability mass.

ker(f) G G W G
0 01 02 01 Doy

(a) Linearity implications when picking class representatives. The green
offset 01 @ 0y needs to be added to a class different from C; and C,.

P
ker(f) W Ci G G
——a
0,01@02$0\J 01, 00D 0 02,01 Do 01D oy, 0
A . . - 4

(b) Linearity implications when distributing remaining offsets. Adding new
offset 03 to class C3 constructs a new kernel offset (01 @ 0y ® 03), from
which we get new class offsets (0, & 03 and 01 & 03).

Figure 2: Adhering to Linearity Constraints.

Algorithm 2 Synthesizing a Linear Function f : 5 — F5'

Input : Sorted probability distribution of offsets D, Py

from Algorithm |

Output: Full partition Py

while D # 0 do
¢+ D.pop()
C <« lowest Probability(Ps.remove(ker(f)))
C.add(c) > Class with lowest probability
Py < satisfyLinearitylnvariant (Py)

if Py is not a complete partition of 5 then

~ fill ker(f) under linearity constraint

return: Py

Linearity Invariant. To adhere to the linearity constraint,
we maintain the invariant that the space of all assigned offsets
is always a proper subspace of 7}, i.e., if offsets 0; and o0,
were assigned to classes already, then so was 01 & 0>. Initially,
after picking all class representatives, the invariant is satisfied.

Now, assume we want to add an offset o to class C3. To
again satisfy the invariant, we need to compute the linear
implications entailed by this operation. We do so in two steps,
illustrated in Figure 2b.

1. Let o3 be the representative offset of C3. Because of the
linearity, we need to add o & o3 to the kernel: f(0) =
f(03) implies f(o®o3) =0.

2. Next, for each class C;, if 0; € C;, then add 0; o P 03
to C;. This operation re-establishes the invariant that the
space of all assigned offsets forms a subspace of IF7.

With this approach, we also make sure that all classes are
always of the same size. Finally, whenever we add an offset
o to a class C;, we add the probability P(o) to the probability
mass M; and remove o from D for proper bookkeeping.

Finalizing the Function. If we want to synthesize a func-
tion 5 — ', each class needs to contain n —m linearly



independent offsets. If the required dimension is reached, the
algorithm terminates and uses the kernel to compute a func-
tion that implements the final partition. However, before this
is the case, the algorithm usually reaches a point at which all
remaining offsets have a probability of 0 (because even when
counting offsets in windows, we only observe a subset of all
possible offsets). At this point, we fill the kernel with linearly
independent vectors to achieve the required dimension.

5 Synthesis for Memory Coloring

We now turn to the COLORING requirement, i.e., how we
can synthesize a function that guarantees that the coloring
scheme has at least ¢ colors. According to Equation (1) in
Section 2.2, let f1, ... f; be a collection of functions containing
both architectural constraints and the indexing functions of
other shared components. We aim to synthesize a function
f such that the join P, = Py U Py ... U Py has at least
2¢ many classes. Since the join operation is associative, we
first compute Py = Py, ... LI Py, and simplify the problem to
finding f such that Py LI Py has at least 2° many classes.

Our algorithm is based on the algebraic observation that
the size of Py LI Py is determined by the overlap of the vector
spaces spanned by the kernels of f and f’. We first expand on
this observation (Section 5.1) and subsequently describe how
we adapt the algorithm accordingly (Section 5.2).

5.1 Coloring Requirement Algebraically

The kernel ker(f) of a linear function always forms a
proper subspace of the function’s domain. The dimension
dim (ker(f)) of this space is defined by the number of linearly
independent vectors in ker(f). Using a few simple algebraic
transformations (given in detail in Section B), we obtain the
following correlation between the number of colors and the
dimension of the intersection of f’s and f”’s kernels.
Proposition 1. Given f:F5 — F% and f': F3 — Fy,
Py U Py has 2° many classes if

dim (ker(f) Nker(f')) =n—m'—m+c

With the above , the intersection of the kernels of f and g
must have a dimension of at least k = n—m’ —m+ c. This
also gives us an upper bound on the number of colors we can
enforce, namely min(m,m’).

Example 3. Consider the following two functions.

fx) =22 x'@a?, 1

f/(x) :xo’ .Xl @XZ @x3, .X3
For this example, assume f and f' are defined over input

domain IE‘; The kernels of the functions are the following:

ker(f)={01000, 00110, 01110, 00000}
ker(f') = {10000, 00110, 10110, 00000}

ker(f) ker(f")

non-overlap N (

(
‘ (achieved overlap
(

required overlap J

free choices )

Figure 3: Intermediate state of constructing ker(f). ker(f)
overlaps with ker(f’) in k — k' dimensions, and we have al-
ready picked some kernel vectors that do not overlap with
ker(f7). In total, the overlap needs to have a dimension of k.

The fact that 01000 is in the kernel of f tells us that for
a given address x, if we flip bit X3, the resulting address is
mapped to the same class as x. The intersection of the two
kernels is {00000,00110}, which has a dimension of 1.
Thus, f and f' together support 2> = 4 colors.

5.2 Adapting the Algorithm

Given function f’ : F} — IF’Z”/ and a number k informing us
how large the overlap of kernels should be, we now adapt the
algorithm from Section 4 such that it enforces the required
overlap when constructing f : 5 — F5'. We assume that
k <min(m,m’), i.e., that it is theoretically possible to enforce
the required number of colors. The algorithm proceeds as
before, but when distributing the offsets, the last k dimensions
of the kernel are filled with k independent offset vectors from
ker(f"). We proceed with the performance-oriented algorithm
for as long as possible, such that enforcing the coloring re-
quirement has a minimal impact on the performance. The
algorithmic challenge lies in determining the point at which
we have to add kernel offset vectors from ker(f’) to ker(f).

Step 1: Pick Class Representatives. Remember that the
first step of the algorithm picks 2™ class representatives. The
class representatives form a proper subspace of ;. With
every representative we pick, we add a new dimension to
that subspace. Importantly, any offset that is in the space of
the class representatives cannot be added to the kernel of f
anymore. Thus, we maintain a set of basis vectors By, of the
class representatives and a set of basis vectors By, () of the
kernel of f. If at some point, more than \Bker(f/)| — k vectors
of Byer(y lie in the span of By, (i.e., are linearly dependent
on the vectors in By), we know that there are not enough
vectors left in ker(f) that could be added to ker(f). Then,
we backtrack the last class representative we picked and pick
the one with the next highest probability.

Step 2: Distribute Remaining Offsets. For the second step,
we proceed similarly to before, i.e, we monitor the distribution
of offsets until we need to step in to guarantee the required



number of colors. With each offset we add to a specific class,
we add a new dimension to ker(f). After each step, we check
how much ker(f) and ker(f’) overlap already, which tells us
how many more dimensions of overlap we need to achieve.
Let’s say this number is &’ with k' < k (illustrated in Figure 3).
Since we know that the final dimension of ker(f) will be
n—m, we stop at the point where k' = (n—m) — dim (ker(f)).
At this point, we determine k" basis vectors of ker(f’) that
are independent of ker(f) and add them to ker(f). Then, we
compute f from the final ker(f) as before.

5.3 Hierarchical Functions

We now turn to the case where the function f we synthe-
size is embedded hierarchically in a slicing structure. In a
sliced component, each resource is indexed by the combined
function (fyjice,f) consisting of the slicing function fij;c.
and the second-level indexing function f. As discussed in
Section 2.2, to achieve simultaneous isolation of the hierar-
chical and another shared component f’, we need to com-
pute P, = (fyice, f) U f', for which the coloring algorithm
needs to be slightly adapted.

Adapting the Algorithm. In the presence of a slicing func-
tion, not the kernel of f has to overlap in the required di-
mension, but the kernel of (fyic., f). The kernel of (fsice, f)
is given by ker(fic.) Nker(f). Thus, every kernel vector
we add from By,,(s) to ker(f) needs to be in ker(fic.) as
well. This can be achieved by initially restricting By, (s to
Bier( 1y Nker(fsiice). Furthermore, (fiiice, f) defines more out-
put bits than f alone, therefore, according to Proposition 1,
the needed overlap of ker(f’) and ker((fyice, f)) reduces by

. . . i
m” many dimensions if fyc. : F5 — Fy' .

Filtering of Traces. When f is the second-level indexing
function, the addresses reaching f are already filtered by slice.
This needs to be considered when synthesizing f. For every
workload, we split its trace into 2"" traces, one for each of
the resources indexed by fjjic.. As a result, we only compute
offsets between addresses that are mapped to the same slice.

6 Hierarchical Independence and Uniform Uti-
lization

As alast step, we discuss how to satisfy the HIERARCHICAL
INDEPENDENCE and UNIFORM UTILIZATION requirements
when synthesizing f.

6.1 Hierarchical Independence

The HIERARCHICAL INDEPENDENCE requirement states that
the indexing functions of a hierarchical component must

be linearly independent. As discussed in Section 2.2, inde-
pendence of f and a slicing function fjj;.. is equivalent to
Py, L Pr. We show how do adapt the baseline synthesis
algorithm from Section 4 to guarantee that the synthesized
function f satisfies Py, L Py. Initially, we ignore the modifi-
cations needed to satisfy the COLORING requirement, but we
will later argue that the two requirements can be enforced si-
multaneously. As in Section 5, we formulate the requirement
algebraically and adapt our algorithm to enforce it.

6.1.1 Algebraic Formulation

Uniform utilization Py, L Py is equivalent to requiring that
the rowspaces of the matrices of fy;.. and f do not over-
lap [16]. Intuitively, an output bit of one function should not
be obtainable by combining output bits of the other.

Example 4. Consider the following two functions f and fsjice.
flx)=x0 x', 2

1 2
fslice(-x) :xo@x , X @X?’

f and fyjice are not uniformly utilizing as the output bit x° @ x!
of filice is a linear combination of f’s output bits x° and x".

Using simple algebraic transformations (detailed in Sec-
tion C), we arrive at the following proposition.

Proposition 2. Given f : T — F4 and fiice : T3 — T3 with
rowspace(f)Nker(f) =0, we have Py, L Py if and only if

rowspace(fslice) C ker(f).

This proposition gives us a recipe to adapt the synthesis
algorithm: the kernel of f needs to contain rowspace( fyjice)
and should not overlap with rowspace(f).

6.1.2 Adapting the Algorithm

We again modify the two phases of the algorithm, picking
class representatives and distributing offsets across classes.
Let Byowgfs be a set of basis vectors of rowspace(fyice ).

Step 1: Pick Class Representatives. The vector space of
class representatives needs to be strictly disjoint from the
kernel of f (except for the 0 offset). Thus, whenever we add a
new class representative, we check if the offset is in the span
of the offsets of B, If 50, then selecting this offset as a
class representative would mean we could no longer fully add
Biowsfs to the kernel of f. Thus, we discard that offset and pick
the one with the second-highest probability.

Step 2: Distribute Remaining Offsets. Before we dis-
tribute the remaining offsets according to their probabilities,
we add all offsets from B, to the kernel of f. Then, we
compute the linear implications of adding these offsets to



ker(f) (which adds |B,,,.y| many offsets to each class) and
update the probability masses of the classes accordingly. Af-
terwards, we proceed as before and distribute the remaining
offsets according to their probabilities.

Combination with the COLORING Requirement. The
modifications for both the COLORING and the HIERARCHI-
CAL INDEPENDENCE requirement require a certain set of
offsets to be in the kernel of f. It is thus easy to combine
both requirements algorithmically. However, the more offsets
need to be in the kernel of f, the fewer kernel offsets we are
free to choose according to their probability. Satisfying more
requirements will thus decrease the performance of f.

Post-Hoc Analysis. As [ is a degenerate space, it might
happen that rowspace(f) Nker(f) # 0 does not hold after
this procedure, meaning that Proposition 2 could not be ap-
plied. We then adapt ker(f) to regain the property Py, , L Py:
for any vector v € rowspace( fyice) N rowspace(f) Nker(f),
we construct a vector v with vV # 0 and replace v
with V' in ker(f). This removes v from rowspace(f) since
rowspace(f) = ker(f)* = {w | VW € ker(f) :wow' =0}
and hence ensures Py, L Py.

6.1.3 Non-linear Slicing Functions

So far, we assumed all functions to be linear. Modern server-
class CPUs often have a non-power-of-two number of slices,
which need to be indexed by non-linear functions. Luckily,
these functions often have the following structure [28]:

fslice(x) :fll(x)a "'7fr€11(-x)a
fnl(fr€11+1(x)7"'7fz€11+m2(x))

The first m; many output bits are defined by linear functions.
The remaining non-linear output bits are obtained by first
feeding the address into my many linear functions, whose
results are then fed into a non-linear mixer £ that produces
m3 many output bits. The final function thus defines m =
m + m3 many bits. For functions of this structure, we obtain
the following result straightforwardly:

Proposition 3. If P( L Py then P

(ot o) L P

f{""ﬂfr’nﬁ»»q)

The proposition states that in order to ensure that f can be
used hierarchically together with fy;.., it is enough to ensure
that it can be used together with all the linear components of
fitice- Intuitively, this proposition holds because the non-linear

mixer /" merges the classes defined by ( f,ill D f,i,] o)

by definition, for any two addresses x and y, if f,;l )=
rlnlJ,»] (y) A '/\fr€11+m2 ()C) = rlnlerz(y)’ then fnl(x) :fnl(y)
With this proposition, we can accept non-linear slicing
functions of the above form; we just need to make sure that f
is linearly independent of all the linear components.
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6.2 Uniform Utilization

The UNIFORM UTILIZATION requirement asks the final col-
oring scheme P, to uniformly utilize private components
g1,---,81, for example the L1 and L2 caches. Previous work
has proposed to compute Py, in two steps [16]. The first step
computes the finest possible Py that isolates shared resources
(according to Equation (1)), and the second step obtains P,
from Py by merging some colors to achieve uniform utiliza-
tion (according to Equation (2)). Thus, even if we guarantee
a certain number of colors in Py, some of those might be
lost again during the merge in the second step. However,
re-interpreting a proposition from [16], we can also enforce
uniform utilization by choosing an appropriate indexing func-
tion for one of the shared resources:

Proposition 4. If Py C P, and Py L Py, then P, L P,.

This proposition shows that in order to make P, uniformly
utilize a private component g, it is enough that one of the
shared resources f, for which Py C P, holds by construction,
uniformly utilizes g. We can therefore use the algorithm pre-
sented in the previous subsection to synthesize f such that
Py L Py, holds for all private components g;.

Note that Proposition 4 is an implication, not an equiva-
lence. Thus, enforcing uniform utilization of gy, ..., g; while
synthesizing f is sound, but there are cases in which we will
not be able to find a solution on the level of f while there
exists one for the coarser Pj,.

7 Case Studies

We conduct three case studies, in which we synthesize al-
ternative L3 set indexing functions. The first case study is
an ablation study, in which we synthesize functions for in-
creasingly demanding coloring requirements and observe the
effect on performance. In the second case study, we synthe-
size L3 functions for a realistic server-class CPU, maxing out
the number of colors the CPU supports. Lastly, we demon-
strate that implementing the corresponding coloring scheme
on top of one of our synthesized functions indeed eliminates
cross-color interference on the colored components.

7.1 Implementation

We implemented our algorithms in Python in approx. 1.4K
lines of code. The script receives a config file including:

* A list of functions fi, ..., f; containing the indexing func-
tions of other shared resources and architectural constraints.
The list can be empty.

* Alistof functions g1, . .., g, containing the indexing func-
tions of private components. The list can be empty.

* Potentially, a slicing function fjce.

* A location containing the address traces of workloads for
which we want to optimize performance.



Parameter Value

Processor 1 core, FetchWidth=6, DecodeWidth=6, Ex-
ecWidth=4, RetireWidth=5, 352-entry = ROB,
128-entry LQ, 72-entry SQ, 4 GHz frequency

32KB, 2-way, 2-cycle latency

L1 cache (I/D)

L2 cache 256KB, 4-way, 8-cycle latency
L3 cache 2MB, 16-way, 32-cycle latency
Prefetchers disabled OR (L1I: Next-Line, L1D: Instruction-
Pointer Stride, L2: Signature-Path)
Replacement Least Recently Used (LRU)
DRAM tRP=tRCD=tCAS=24, 16GB, open-row policy
Page size 4KB

Table 1: Configuration of the hardware simulated in the per-
formance ablation study.

* A number 2¢ of colors to be guaranteed.
If the script receives more than one function for the
shared resources, it first computes a function f" with Py =
Pp U ... U Py, (as described in Section 5). Internally, we
represent all functions as matrices and use the Sympy Python
package for independence checks, basis computations, etc..

To construct the probability distribution from the address
traces, according to Section 3.2, we would need to collect
offsets in sliding windows the size of the number of resources.
However, sliding windows of size 2048 (needed for typical L3
caches) for traces with millions of addresses are impractical
to compute within a reasonable time frame. We experimented
with smaller window lengths (between 1 and 30) and found
that the impact on performance is below 0.5%. We therefore
chose a fixed window length of 20 for our case studies.

7.2 Performance Ablation Study

First, we investigate how the performance of the synthesized
functions changes depending on the complexity of the color-
ing requirements and the microarchitectural configurations.
We are interested in the following research questions:

* RQ1: What is the performance of the synthesized func-
tions compared to the default L3 indexing function?

¢ RQ2: How much does the hit rate decrease with increas-
ingly complex coloring constraints?

* RQ3: Do prefetchers interfere with the performance of
the synthesized functions?

7.2.1 Methodology

Simulator and Simulated Hardware. For the trace genera-
tion and evaluation of the indexing functions, we use Champ-
Sim [13]. ChampSim is a trace-based simulator that is widely
used in microarchitecture research and competitions to evalu-
ate the performance of out-of-order cores and memory hierar-
chies [2,4,32,38,42-44]. The configuration of the simulated
CPU is given in Table 1. We simulate a single-core CPU with
a comparatively small L3 cache to increase the contention on
the cache. Using a single-core CPU for this first case study
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enables us to conduct more experiments in a reasonable time
frame. We move to a multi-core setup in the second case study.
Prefetchers are disabled by default and only enabled in the
experiment focused on prefetching.

Benchmarks. For address trace generation and evalua-
tion, we use workloads from PARSEC 2.1, SPEC 2006, and
SPEC 2017 (59 different workloads in total). We obtained the
ChampSim traces for these workloads from the DPC-3 data
prefetching competition [2] for SPEC and from the artifact
of recent work by Bera et al. [4, 15] for PARSEC. For the
address traces required by our tool, we adapt ChampSim to
log all L3 accesses. Each workload is simulated for 150M
instructions, where the first 50M serve as warm-up.

Experiments. We conduct five experiments, each time syn-
thesizing L3 set indexing functions.

* EXP1: Unconstrained Synthesis. We synthesize L3
functions without coloring constraints and compare their per-
formance to the L3 default.

* EXP2: Enabling Prefetching. We investigate if using
prefetchers changes the difference in performance between
the synthesized functions and the default function. Again, no
coloring constraints are applied.

o EXP3: Architectural Constraints Only. We synthe-
size L3 set indexing functions such that the L3 cache can be
colored with 4K pages.

* EXP4: Architectural Constraints + DRAM. We extend
the previous experiment and additionally require that the L3
cache can be colored simultaneously with a DRAM module
indexed by a typical bank indexing function.

* EXPS: Architectural Constraints + DRAM + Slicing.
In addition to the previous experiment, the L3 cache is now
sliced by a typical slicing function.

For the last three experiments, we synthesize functions up to
the maximum number of colors that are theoretically possible
for the given functions.

Training and Evaluation. All experiments are repeated
ten times. In each round, we synthesize the function from
the address traces of six randomly picked workloads and
evaluate it on three different, randomly picked workloads. We
report L3 hit rate, L3 miss latency, and number of instructions
per cycle (IPC) across all ten rounds by the geometric mean
of their relative gain (or overhead) over the default L3 set
indexing function. For each benchmark, we first divide the
metric of the synthesized function by the corresponding value
of the default L3 function. Then, we take the geometric mean
over all measurements and subtract 1, so that the baseline lies
at 0. Hence, any reported number above (below) O corresponds
to a relative gain (overhead) over the default L3. Note that for
hit rate and IPC, a positive value indicates an improvement
over the default L3 function, while for miss latency, it is the
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Figure 4: Synthesized L3 set indexing function without con-
straints. Each f; defines one output bit.

opposite. Detailed numbers for each round can be found in
the artifact accompanying this paper [10]. As a baseline, we
use the default L3 indexing function that projects to bits 6
to 16. In each round, we evaluate the baseline function on
the same three workloads as the synthesized function. In all
experiments, we do not evaluate the performance impact of
introducing page coloring to the system, but isolate the effect
of replacing the L3 indexing function.

7.2.2 EXPI1: Unconstrained Synthesis

Towards RQ1, we synthesize functions without further con-
straints. We observe that the performance is on par with the
default L3 function. The absolute value of the gain over the
default L3 is below 0.5% for hit rate, miss latency, and IPC.

Characteristics of the Functions. As an example, one of
the synthesized functions is depicted in Figure 4. We observe
that the function uses long XOR-chains and many of the more
significant bits, similar to modern linear slicing functions [12,
17,28]. We also see that most of the output bits contains
exactly one of the eleven least significant non-block-offset
bits. That way, addresses of linear strides will be mapped to
different cache sets. Our synthesized functions usually have
this shape: many XORs and lower-significant bits appear in
exactly one of the output bits. All functions synthesized for
our case studies can be found in the artifact [10].

7.2.3 EXP2: Enabling Prefetching

To answer RQ3, we enable typical prefetchers (see Table 1)
and compare the performance of the default L3 function with
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Figure 5: EXP3: Arch. Constraints Only.

the one synthesized in EXP1 (for all ten batches of work-
loads). Prefetching does not make a difference: The hit rate,
L3 miss latency, and IPC overheads are negligible.

7.2.4 EXP3: Arch. Constraints Only

To start answering RQ2, we synthesize functions that enable
coloring the L3 cache with 4K pages. The default L3 function
already supports 32 colors, so we start from 64. The maximum
number of colors is 2048, which is the number of cache sets.
The results of the experiments are depicted in Figure 5. The
performance of the synthesized functions in terms of hit rate
and IPC starts to degrade once we enforce 512 colors. This
makes sense: the more colors we enforce, the more of the
lower-significant bits have to be removed from the functions,
as these bits do not appear in the 4K page indexing function.
The functions for 64 colors do not use bit 11, the functions
for 128 colors also remove bit 10, and so on. At 2048 colors,
the functions only uses bits 12 and above, which is bad for
access patterns like linear strides.

On the other hand, the L.3 miss latency decreases. In this
single-core experiment, DRAM contention arises only intra-
core. The default DRAM mapping of ChampSim operates at
page granularity, while the L3 indexing function drops lower
address bits as the number of colors increases. Thus, the L3
miss stream exhibits higher spatial locality within 4KB pages,
leading to increased row-buffer locality under this DRAM
mapping. For instance, in the configuration that enforces 1024
(2048) colors, the row buffer hit rate increases by 31% (25%).

7.2.5 EXP4: Arch. Constraints + DRAM

We now synthesize an L3 function such that the L3 cache
and DRAM banks can be partitioned simultaneously. Thus,
the resulting coloring scheme is obtained by computing P, =
Pr U Pg U Ppp..,- As bank indexing function, we choose
a function that was recently reverse-engineered from an Intel
17-11700 machine from the RocketLake family [8]. As this
function has four output bits, we can enforce at most 16 colors.
The results are given in Figure 6, again with the default L3
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Figure 7: EXPS: Arch. Constraints + DRAM + Slicing.

indexing function as baseline. The lies within the normal
variance also observed in EXP1.

7.2.6 EXPS5: Arch. Constraints + DRAM + Slicing

Lastly, we extend the L3 cache with a linear slicing function,
meaning that the coloring scheme is now defined as P, =
Pltieos) Y Prx U Prpeyy, - We use the slicing function of the
same Intel i7-11700 machine [28]. Since the cache is sliced
now, the number of cache sets increases when keeping the
dimensions of the L3 set indexing function. We therefore
reduce the number of ways accordingly to keep the size of
the cache the same. As baseline, we now choose a cache
sliced with the same slicing function but with the default L3
set indexing function. The results are depicted in Figure 7.
Again, this setting permits up to sixteen colors, and there is
no noticeable performance drop.

7.3 Performance on a Server-Class CPU

In the second case study, we evaluate our approach on a server-
class CPU. We aim to answer RQ4: Can we increase the
number of colors on a realistic server-class CPU and what is
the performance of the synthesized set indexing function?

7.3.1 Methodology

Simulated Hardware and Benchmarks. We simulate a
Intel Xeon Gold 6346 processor [3] in ChampSim, a 16-core
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Value

16 cores, FetchWidth=6, DecodeWidth=6, Ex-
ecWidth=4, RetireWidth=5, 352-entry = ROB,
128-entry LQ, 72-entry SQ, 4 GHz frequency

(per core) 32KB, 8-way, 2-cycle latency

Parameter
Processor

L1 cache (I/D)

L2 cache (per core) IMB, 16-way, 8-cycle latency
L3 cache (shared) 36MB, 12-way, 32-cycle latency, 24 slices
Prefetchers disabled
Replacement Least Recently Used (LRU)
DRAM tRP=tRCD=tCAS=24, 8 channels, 512GB, open-row
policy
Page size 4KB and 2MB

Table 2: Hardware configuration used in multi-core server-
class case studies.

server-class CPU whose microarchitecture belongs to the Ice
Lake generation.' The ChampSim configuration is given in
Table 2. We use the same benchmarks as before. Each core
executes one workload, first 50M instructions to warm up,
then for at least S0M further instructions. If a core finishes
early, it continues executing until every core has finished.

Experiment. We aim to synthesize an L3 set indexing func-
tion that maximizes the number of colors for a realistic DRAM
bank indexing and L3 slicing function (EXP6). The slicing
function of Xeon Gold 6346 processors has been reverse-
engineered recently [28]. It has 24 slices, i.e., the slicing
function has three linear bits and two non-linear bits. The non-
linear bits have the shape described in Section 6.1.1; we can
thus use our approach to synthesize a set indexing function
that can be hierarchically composed with this slicing function.
The DRAM bank indexing function of this specific processor
does not seem to be publicly known when finalizing this pa-
per. We thus use a recently reverse-engineered bank indexing
function of an Intel Xeon Gold 5318Y processor [25], which
also belongs to the Ice Lake generation:

B R J

fDRAM(x) ’x16’ )C6 @x24’ )C21 @XZS, x22 EBXZG,
x23 EBX27, x8 @XM @x26,x9 @XIS @)6277
xll EBx14 EBX” EBXZS @XZG

The first three higher bits index the channels. We implemented
this custom channel and bank indexing in ChampSim. In this
study, we enforce coloring with 2MB pages instead of 4KB.

Training and Evaluation. Due to the increased simulation
time, we repeat the experiment only three times for all con-
figurations. We synthesize the function from 32 randomly
picked workloads and evaluate it by simulating the CPU with
16 randomly chosen different workloads, one for each core.
The training workloads are run in a single-core setup with

"We do not simulate higher core counts due to the substantial turnaround
time of running the full experimental suite. Importantly, this limitation does
not stem from any scalability constraint of our proposed approach.
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Figure 8: EXP6: Coloring Xeon Gold 6346 with 2MB pages.

one slice of L3 cache (i.e., 1.5MB) to obtain the required L3
address traces. The single-core setup is preferred for collect-
ing traces, also in the multi-core setup, to avoid cross-core
access offsets polluting the offset probability distribution. As
a baseline, we again use the default L3 set indexing function.
The gain in terms of hit rate is calculated as in the previous
experiments. As the IPC and L3 miss latency are measured
per core, we treat them as individual measurements: we di-
vide the per-core value from the synthesized functions by the
per-core value from the default L3, then take the geometric
mean of the relative gain/overhead across all cores and all
three iterations.

7.3.2 Results

With the default L3 set indexing function, the processor only
supports a single color, i.e., it is not suitable for securely
partitioning the system. With our algorithms, we can reach
up to 64 colors by synthesizing alternative L3 set indexing
functions. Figure 8 presents the performance metrics. We see
that the more colors we enforce, the more pronounced is the
drop in the hit rate. If we were to partition the CPU with 16
colors (i.e., each trust domain would get its own core), there
would be a mean overhead in the hit rate of 12.26% relative
to the default L3 set indexing function. In absolute terms, this
corresponds to an average reduction in hit rate of 5.5%. For
16 colors, one of the three functions and the corresponding
coloring function / are as follows:

fLS(x) _ X35, )C27 EBX23, x26 @XZZ’ x25 @X217 x167 xlS @X147

13 12

X3 x ’x117x15@x10’x15@x9

h(x) _ x35’ x27 @XZS’ x26 EB)622, x25 EBx21

As one can see, the set indexing function keeps one of the
channel bits for coloring. It also XORs many of the bits seen
in the DRAM function. The function was designed to be used
with a slicing function that uses many of the lower-significant
bits, see [28].
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Figure 9: L3 evictions with and without coloring. The x-axis
depicts the core causing the eviction of a cache line, the y-axis
depicts the core that initially accessed the evicted line. The
gradient indicates the number of observed evictions during a
simulation of 50M instructions.

On a Xeon Gold 6346 CPU, we can increase the num-
ber of colors from 1 to 64 by synthesizing an alternative
L3 set indexing function.

7.4 Security Evaluation

We conduct a final case study to ensure that the coloring
scheme we compute based on the synthesized function indeed
provides effective microarchitectural isolation.

Methodology. We emulate an attacker priming the L3 cache
by implementing a simple C program that walks through
512MB of memory. We trace the program using the pin
tracer [1] and run it on one of the 16 cores of the multi-core
configuration, see Table 2. The other cores run one of the
SPEC benchmarks. In the baseline system, we again use the
Intel Xeon Gold 5318Y DRAM function (as in EXP6) and the
default L3 function. For both L3 and DRAM row buffers, we
record the evicting and victim cores of evicted cache lines and
rows, respectively. For a non-colored system, we expect the
adversarial core to evict cache lines and rows from all other
cores. For the colored-system, we implement the synthesized
L3 function obtained in the 8-color experiment (Figure 8) and
assign to each pair of cores the memory pages of one color,
based on the corresponding coloring scheme. The DRAM
function stays the same. We expect evictions to be confined
to the attacker’s color.

Results. Figure 9 depicts the L3 evictions with and without
coloring. The adversarial program runs on core 3. Without col-
oring, evictions are quite evenly spread across cores. With col-
oring, there are no cross-color evictions anymore. Figure 10
depicts the DRAM row evictions without and with coloring.
Compared to the L3 cache, the accesses of the adversarial
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Figure 10: DRAM evictions with and without coloring. Labels
are as in Figure 9.

core are not that easy to distinguish anymore. However, in the
colored variant, we still see that cores can only cause evictions
of cores belonging to the same color. Note that in CPUs (e.g,
Intel) where the coherence directory has the same indexing
function as the L3 cache [16,45], the coloring scheme would
also prevent directory-based attacks.

Multi-component memory coloring prevents cross-
color evictions in both the L3 cache and DRAM banks.

8 Discussion

Applicability of our Approach. Memory coloring is
known to be an effective technique to eliminate side channels
on shared microarchitectural components. It has been applied
to partition caches [11,34], DRAM [39,46], and coherence
directories [39]. Memory coloring has also been shown to
be effective against Rowhammer attacks by coloring DRAM
subarrays [23]. This work aims to make multi-component
coloring applicable by synthesizing alternative indexing func-
tions that increase the number of colors a machine supports.
Our approach is applicable to all microarchitectural compo-
nents that are physically indexed by a linear function (e.g.,
shared caches, DRAM banks, coherence directories).

Remaining Leakage. Our approach is targeted at cross-
core side channels occurring in a cloud setting; it therefore
does not prevent side channels via on-core caches and buffers,
e.g., the branch prediction unit. Additionally, spatial partition-
ing does not prevent utilization-based side-channels, where
timing is impacted by how congested the resource is. Further
information leakage might occur via the shared hypervisor
context, e.g., when performing I/O and hypercalls, or via in-
terrupt handlers.

Latency. The latency of XOR gates is small compared to
the latency induced by (L.3) cache hits and misses. The gate
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depth is logarithmic in the number of XORs per output bit.
In the worst case, we XOR 48 bits, resulting in a depth of
6. Assuming a cost of 2 FO4 per XOR, our functions do
not cause more than 2 cycles delay, even in high-frequency
cores. Still, one might consider bounding the number of XORs
algorithmically to reduce latency. This is not trivial, as our
algorithms do not synthesize the function directly, but rather
the partition it defines. This is left for future work.

Further Future Work. We only studied the case of synthe-
sizing a single indexing function (the L3 set indexing function
in our case studies), assuming the other indexing functions
to be fixed. A CPU designer that is free to choose all index-
ing functions might want to synthesize several functions in
parallel to obtain even more colors while maximizing overall
system performance. Secondly, we have considered non-linear
functions only in the case of slicing functions, and only if
they take the shape of feeding the result of linear functions
into non-linear mixers. It is unclear how to color with general
non-linear functions and also how to synthesize non-linear
indexing functions.

9 Related Work

Softare-Based Memory Coloring. We use software-based
memory coloring, where the memory manager of the host
OS or the hypervisor implement the coloring scheme. While
our focus is on security, early use cases of memory coloring
targeted single-tenant performance and workload predictabil-
ity [7,19,29,41]. Most other software-based coloring tech-
niques only partition one component at a time [11, 34,46].
There are a few works that discuss multi-component partition-
ing [16,36,39], but they do not synthesize indexing functions
to improve the number of colors.

Beyond Software-Based Memory Coloring. Besides
memory coloring, CAT is a hardware-based solution for parti-
tioning caches. It partitions the L3 cache along its ways [33].
CAT can be combined with software-based techniques, but the
number of colors is naturally limited to the number of ways
of the cache. There also exist alternative cache designs that
support partitioning [40]. Besides partitioning, information
leakage via caches can be prevented by randomized cache re-
placement policies [30,40], encrypted cache indexing [26,27],
or by locking L3 cache lines [21].

Indexing Function Design. The design of indexing func-
tions has received significantly less attention than the design
of replacement policies or prefetchers. The discussion on in-
dexing function design is dominated by performance and com-
putational latency. Since the late 1990s, it is known that cache
indexing functions that just project on m bits from the address



to index the cache set are not robust and susceptible to repeti-
tive conflict misses [5,37]. Linear cache slicing functions thus
often use significantly more address bits [12, 17,28]. Alterna-
tively, one uses indexing functions that are (at least partially)
non-linear, e.g., by using prime modulo operations [9, 20] or
by combining XOR chains with small non-linear mixer cir-
cuits [28]. The downside of these approaches is the increased
latency of the required computations [9, 43].

Related to our work, there are a few approaches that syn-
thesize indexing functions to increase the performance for a
given set of workloads [42—44]. They suggest to dynamically
adapt the indexing function depending on the executed work-
load, for example by observing address bits with the highest
perceived randomness [43] or by employing reinforcement
learning [44].

10 Conclusion

Microarchitectural indexing functions should be designed
with both security and performance requirements in mind. For
memory coloring, in particular, the number of colors achiev-
able on a CPU critically depends on the algebraic structure
of the indexing functions, which limits the applicability of
the technique. To address this limitation, we have presented
algorithms that automatically synthesize indexing functions
guaranteeing a minimum number of colors while, subject
to this constraint, maximizing performance. Our approach
furthermore ensures that the synthesized functions and the
resulting coloring scheme are compatible with the surround-
ing system design. Our case study shows that alternative L3
cache indexing functions can indeed increase the number of
colors in multi-core CPUs.
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Ethical Considerations

This work proposes novel algorithms to synthesize index-
ing functions for microarchitectural components to achieve
microarchitectural isolation through memory coloring. It sup-
ports the development of principled system-level protections
against side channel attacks. It does not include any offensive
techniques, i.e., no attacks nor exploits nor reverse-engineered
results. It does not involve human subjects, user studies, or
the collection of private or personally identifiable data. In the
following, we carefully considered the ethical implications of
our work based on a stakeholder-based ethics analysis.
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Stakeholders. The primary stakeholders affected by this
work include CPU designers who may wish to use our algo-
rithms for indexing function design to provide efficient mi-
croarchitectural isolation schemes. Furthermore, the broader
research community, which may build upon our results, can
be affected by our work.

Potential Harms & Mitigations. Our algorithms may in-
fluence future designs of indexing functions. There is a risk of
our algorithms being used under wrong assumptions. Further-
more, their effectiveness depends on a correct implementation.
To mitigate this risk, we are explicit about the isolation guar-
antees one can expect from the provided functions and the
settings in which they hold. The major claims regarding the
effectiveness of our algorithms rely on formal proofs that we
provide in the appendix. We also provide additional functions
in our publicly available artifact that allow any indexing func-
tion to be tested for its coloring and isolation properties. Thus,
anyone can arrive at an informed decision before using the
results of our work. With this in mind, we did not identify any
ethical concerns for publicly sharing this work.

Open Science

This paper is accompanied by an artifact [10] containing:

* The implementations of all algorithms presented in this
paper, and all the required files to execute them. Separate
functions are provided to test any set of indexing functions
for their joint isolation properties.

* All datasets we used in our evaluation, including address
traces we used for training and evaluation. We also provide
the probability distributions obtained from the training sets.

* The ChampSim simulator with our modifications to gen-
erate address traces and reproduce our results.

* Detailed instructions to run all provided software.
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A Collision Optimization Problem

In this section, we revisit the optimization goal given in Sec-
tion 3.2. In order to obtain the general optimum in terms of
values My, My, ...,Mn_1, we abstract from the goal of find-
ing a linear function realizing them, but focus on the values
itself. Further, since all offsets are mapped to some class,
we also need to consider the condition My + Zl-z;nf 'M;=1.
Therefore, we attain the following optimization problem:
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Optimization Problem: Find Mo, M\,...Mn_; € [0,1] for:

max —Miss) = 2" 1) "My -My-...-M_;
Mo,My,....Mom_y P )= )
2m—1
subjectto My + Z M;=1
i=1

3)

Since we want to make use of all available resources, it is
reasonable to assume Vi € {1,...,2" —1} : M; #0. This is a
concave optimization problem with an equality constraint, a
known class of optimization problems. This is especially true
when considering —p(—Miss) as the target function, which
turns it into a convex optimization problem with an equal-
ity constraint. For this class of optimization problems, La-
grangian Optimization is a well-known and often-used so-
lution technique [35, Th. 18.1], [6, Ch. 10], which we will
apply in the following. To start with, we set up the Lagrangian
with Lagrange multiplier A:

m_|

L:i=(2"—1)!"My-My-...-Myn 1 +M1— Mo+ Y, M)))
i=1

Whenever we have found an optimum (M, M3, ...,Mm_1, L)
for L, we have also found an optimum (M, M3, ...,Myn_;) for
p(—Miss). The remaining value My can then be calculated by
substitution and partial differentiation of p(—Miss) w.r.t. My.
To simplify notation, we denote a product sequence where
just one item is missing as

M, ~...~A/4\,'~...~M2m,1 =M. -Mi_1-Migq...-Mom_y.
In order to maximize L, we differentiate by all M;, leading to

Vie{l,...,2"—1}:

oL _
m:(2'"71)!‘1\41.....1\4,».....1142m,1fxéo 4)
1
and by A, which gives us the partial derivative
aL om_q |
a:1—(M0+ZM,‘)=0. )
i=1
From Equation (4) we get:
~ A
| m N e . m = —
VlE{l,...,Z —1}.M]~...-M, o Mom (2’”—1)!

=Vije{l,....,2"—-1}:
Ml-...-M,”...'Mzm,l :Ml'..nﬁj'...'Mzm,]

Since Vi € {1,...,2" — 1} : M; # 0, we can factor out all
M, with 1 # i and 1 # j which implies Vi, j € {I,...,2" —

1} :M; =M;. We denote M :=M; =M = ... = Mon_j.
Substituting all M; in Equation (5) with M results in
1—My

My+(2"—1)M=1M=

T (6)
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For deriving the optimal My we insert Equation (6) in the
original target function from (3)

. 1= M\ 2!
—Miss) = (2" —1)!
p(-Misy) = (2"~ 1)t (352
and differentiate by My:
dp(—Miss)

=" -1)12"-1) (12m_ﬁ410>2’”2 (2'"_—11>

om_o
1—-M,
—(2"™ —1)!
( >(2m_1)

om_p
It holds ( 12;%)) > 0, since My < 1 and also since 2™ —2

is always even, as well as (2 — 1)! > 0. Therefore the partial
derivative of p(—Miss) w.r.t. M is negative for all values of
My:

oM,

dp(—Miss)

0
My

This means that for maximizing p(—Miss) under the given
constraint, the value M\ should be chosen as small as possible,
i.e., Mp = 0. At the same time, all M; should be equal, i.e.,
Mi=M,=...=Mm_| = ﬁ

B Kernel Requirement for Memory Coloring

In this section, we prove Proposition 1. Let the functions
f:F; =T and g : ) — F7' be given. As a first step, we
write Py LI P, as a factor space

Py U Py =3 /ker(f) +ker(g),
which implies
[F5|
|ker(f) +ker(g)]

The kernel of any linear function is also a vector space, and
so the dimension of Py L Py is well-defined. The dimension
of a vector space is given by the number of linearly indepen-
dent vectors, e.g. the dimension of IF% would be 2, written
dim (F3) = 2. We can dissect

|Pr U Pg| = (7)

dim (ker(f) + ker(g))
= dim (ker(f)) +dim (ker(g)) — dim (ker(f) Nker(g)).

This gives us a direct handle for the number of classes in
Py U P, since dim(ker(g)) = n—m' and dim (ker(f))
n—m is given by the dimensions of the spaces they operate
between (I, ]F"Z”JE"Z"/). When 2¢ many classes are desired for
Py U Py, ie. |Py LI Py| =2, we can rearrange Equation (7)
and hence need to satisfy

|73

n—c

on
k +k = =—=
| er(f) er(g)| |Pf L Pgl ¢
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Since |ker(f) +ker(g)| = 24im(ker(f)+ker(8)) it is required that
dim (ker(f) + ker(g)) = n— c holds. We have

dim (ker(f) + ker(g)) =dim (ker(f)) + dim (ker(g))
—dim (ker(f)Nker(g))

and so we arrive at

dim (ker(f) Nker(g))
=dim (ker(f)) + dim (ker(g)) — dim (ker(f) + ker(g))

;(n—m)Jr(nfml)—(nfc) =n—m —m+c.

For our algorithm, this means that we need to ensure that
sufficiently many items from ker(g), which can be calculated
from g, are included in ker(f).

C Kernel Requirement for Uniform Utilization

In this section, we prove Proposition 2. We start by citing the
following proposition [16, Prop. 3]:

Proposition 5. Let f,g be linear functions defined on IF}.
Then the following are equivalent

1. Py L P,

2. rank <[ Ay
Ag

In our context, we have

] > = rank (As) + rank (Ay)

Pfee L Pr
f.rlice

. A
= rank <[ Af

This means that none of the rows in A s are linearly dependent
from the rows in Ay, , or in other words: The rowspaces of
fiiice and f do not overlap. From this it follows:

} > = rank (A, ) + rank (Ay) .

= rowspace( fyice) Nrowspace(f) =0

PrLP,

n

(TOWSPaC'e(fslice) N rowspace(f))L =1
ker(fiiice) +ker(f) =T

Therefore, ker(f) needs to cover all of I} not occupied
by ker(fyice)- This means that for a function f with
rowspace(f) Nker(f) = 0, the rowspace of fyi. needs to
be in ker(f). So we arrive at the condition

rowspace( fiice) C ker(f) N rowspace(f) Nker(f) = 0.
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